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Intellectual Property Rights

IPRs essential or potentially essentia to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web

server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Report (TR) has been produced by has been produced by ETSI Technical Committee Electronic
Signatures and Infrastructures (ESI).

Introduction

The European “Rationalised structure for Electronic Signature Standardisation”, ETSI'TR 119 000 [i.1], describes the
structure of ageneral framework.for.electronic signatures standardisation outlining existing and potential standards
related to the implementation of electroni c sighaturés andithe provision of related trust services by trust service
providers. This framework identifies six areas of standardisationwith alist of existing and potential future standardsin
each area.

TR 119 000 includes a set of guidance documentsto assi St business stakeholders, users and their suppliersin mapping
or deriving from their business driven requirements the appropriate selection of electronic signature standards and their
options. Each guide addresses a particular area as identified in the aforementioned Rationalised Framework. A complete
e-signatures solution will need to address requirements in most of these areas.

This seriesis based on the process of selecting business scoping parameters for each area of standardisation based on an
analysis of the business requirements. The selection of these scoping parametersis based on a processinvolving an
analysis of the business requirements and associated risks leading to an identification of the policy and security
requirements and to an analysis of the resulting business scoping parameters from which the appropriate standards and
options can be selected. From the requirements expressed in terms of business scoping parameters for an area, each
guidance document provides assistance in selecting the appropriate standards and their options for that area. Where
standards and their options within one area make use of another area thisis stated in terms of scoping parameters of that
other area.

This general process of the selection of standards and optionsis described further in TR 119 000 clause [i.1] 4.2.6.

The present document, addressing area 1 of the Rationalised Framework [i.1], proposes a business driven guided
process for implementing generation and validation of electronic signatures in business electronic processes.

ETSI
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s 1 Scope

36  The scope of the present document isto propose a business driven guided processfor implementing generation and
37  validation of electronic signaturesin business' electronic processes. The prerequisite of this guided processisthe

38  existence of acomplete and detailed business analysis and risk analysis of the business’ electronic processes (e-

39  processes) in which electronic signatures are aimed at being implemented. Starting from this analysis, which in complex
40  processes may be consolidated in a modelled description of such concerned business e-processes, stakeholders are

41  guided for properly specifying all the relevant parameters (hereafter “business scoping parameters’ —BSP's) to be taken
42  into account when implementing the creation and the validation of electronic. Finally, stakeholders are guided for

43 making the best choice among the wide offer of standards from the Rationalised Framework of European Standards for
44 Electronic Signatures (RF henceforth) in order to ensure the best implementation of electronic signatures within the of
45 addressed application / business e-processes.

46  The guided implementation process proposed by this guide is defined in a way that enables stakeholders to identify their
47  requirementsin a commonly understood way and facilitates the identification of the solutions to meet those
48  requirements. Thisis so because the guide explicitly takes into account:

49 e parametersdirectly dependant on the specific application or business process,

50 o parameters derived from the regulatory/legal framework where the business must be conducted,

51 e parametersinherent to the different types of signing entities, as well as

52 o other aspects that do not fall within the above three listed categories butfare important to be addressed when
53 implementing electronic signatures.

54 The purported audience of this document i s wide and includes different readers' profil es:

55 1) Business managers facing the integration of electronic signatures i n their busi ness electronic processes will

56 find here anjunderstandable expl anation on a suitable approach for implementing electronic signatures and the
57 selection of the relevant standardsin order to meet their needs.

58 2)  Application architects who will find here material that will guide them throughout the difficult process of

59 designing a system that fully and properly satisfies all the business and legal/regulatory requirements specific
60 to electronic signatures, and who will gain a better understanding on how to select the proper standards to be
61 implemented and/or used.

62 3) Developersof the systems who will find in this document an understanding of the business driven approach
63 underlying the decisions made by the business managers and application architects on the scoping parameters
64 to be used when creating and validating electronic signatures in the concerned business processes, as well asa
65 proper knowledge of the standards that exist in the field and that they must know in detail for a proper

66 development.

67 4)  Signature policy issuers who will find in this document a guidance on the decision-making process for

68 specifying the constraints to be imposed when creating, preserving/updating and validating electronic

69 signatures within a specific context.

70 NOTE: A signature policy document is a declaration of the practices and rules (to be) used when creating,

71 preserving and validating electronic signatures in a specific context (e.g. business process) and is usually
72 a document resulting from the execution of the guided implementation approach described in the present
73 document. It is recommended to use he standardised table of contents provided in ETSI EN 319 172

74 [1.10] as away to document the various decisions taken while executing the business driven electronic

75 signature implementation process for which guidance is provided in the present document. At the end of
76 thisiterative process, it will help to finalise and formalise the declaration of the practices and rules (to be)
77 used when creating, preserving and validating electronic signatures in the concerned specific context (e.g.
78 business process) into such a standardised signature policy document.

79 Clause 4 contains an introduction to the guided implementation process, including advices on how to read the present
80 document based on the reader’ s profile, and an overview of the guided implementation process and its phases
8l highlighting the rationale behind each one.
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Clause 5 presents the first phase of the guided implementation process, emphasizing the imperative need of developing
aproper and as much complete as possible business analysis of the business requirements driving the need for
implementing electronic signatures, as away to ensure that all the details relating to crucial aspects of the involved
business processes are actually well captured and that the implementation of electronic signatures does not miss any of
them. It also emphasizes the need of conducting arisk analysis, as away of getting the needed information from which
policy and security requirements are identified, so that once they are satisfied, stakeholders are sure that the
implementation of electronic signature is done in such away that it actually counters the identified risks.

Clause 6 presents the second phase of the guided implementation process, namely the proper management of the
complete set of requirementsimposed by different sources.

Clause 7 presents the third phase of the guided implementation process. It provides material that guides the readersto
properly identify and understand the rel evant business scoping parameters coming from different sources.

Clause 8 presents the fourth phase of the guided implementation process. It aims, in essence, at guiding the readersin
deciding the technical means to be used for implementing electronic signatures in a way that fulfils the entire business
context related requirements identified in the previous phases, and what standards are best suited for this. As such, this
clauseis specifically addressed to readers with atechnical profile more than to readers with a management oriented
profile.

Clause 9 provides some hints of a set of tools related with testing interoperability and conformance, which
implementers may use for assessing the conformance of their implementations to the referenced standards and also their
interoperability with other implementers’ tools.

Clause 10 provides some hints on the eval uation process to which very likely the implementations need to pass by
regulatory legal or quality assurance imperative.

Clause 11, as a way ofseerellaryef'this gui de, summarizesthe relationships'existing between each step of the proposed
guided implementation process and different documents present within the Standardisati on Framework [i.1].

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are necessary for the application of the present document.

Not applicable.

2.2 Informative references

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

EXAMPLE:

[i 1] ETSI TR 119 000: “Rationalised Framework for Electronic Signature Standardisation”
[i.2] ETSI EN 319 122: “CMS Advanced Electronic Signatures (CAdES)”

[i.3] ETSI EN 319 132: “XML Advanced Electronic Signatures (XAdES)”
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[i.4]
[i.5]
[i.6]
[i.7]
[i.8]

[i.9]
[i.10]
[i.11]

[i.12]

[i.13]
[i.14]
[i.15]
[i.16]
[.17]
[i.18]
[i.19]
[i.20]

[i.21]
[i.22]
[i.23]
[i.24]
[i.25]
[i.26]

[i.27]
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ETSI EN 319 142: “PDF Advanced Electronic Signatures (PAdES)”

ETSI EN 319 152: “Advanced Electronic Signatures in Mobile Environments”
ETSI EN 319 162: “Associated Signature Containers (ASiC)”

ETSI EN 319 102: “Procedures for Signature Creation and Validation”

EN 319 101: “Policy & Security Requirements for Signature Creation Applications and Signature
Validation Applications’

ETSI EN 419 111: “Protection Profiles for Signature Creation & Validation Applications”
ETSI EN 319 172: “Signature Policies’.

ETSI EN 319 103: “Conformity Assessment for Signature Creation & Validation Applications (&
Procedures)”

ETSI TS 119 104: “Genera Requirements for testing Compliance & Interoperability of Signature
Creation and Validation”

ETSI TS 119 124: “CAdES Testing Compliance and Interoperability”
ETSI TS 119 134: “XAdES Testing Compliance and Interoperability”
ETSI TS 119 144: “PAdES Testing Compliance and Interoperability”

ETSI TS 119 154: “Testing Compliance and Interoper ile Environments’
“ASi er ity”
‘T ompl Sig icies’
i Poli '

i
siness'model”

SWP5-1: “ Guidelines and guidance for cross—border and interoperable
implementation of electronic signatures. WP 5-1"

ETSI TR 119 200: “Business Driven Guidance for Signature Creation and Other Related Devices’
ETSI TR 119 300: “Business Driven Guidance for Cryptographic Suites’

ETSI TS 119 312: “Cryptographic Suites for Secure Electronic Signatures’

ETSI EN 319 602: “Trust Service Status Lists Format”

ETSI EN 319 612: “Trusted Lists Format”.

IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

ETSI TS 119 001: "Electronic Signature Infrastructure; Definitions and abbreviations.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, definitionsin TS 119 001 [i.27] apply with in particular the following
definitions being imported in the present document for the sake of reader's convenience:
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business scoping parameter: is a specific parameter scoped in the light of the business process(es) where electronic
signatures or trust services are going to be implemented, which implementers need to take into consideration for
appropriately addressing the related business requirements in their implementation.

enveloping (electronic) signature: respect the signed data object, is an electronic signature that embeds this signed
data object.

enveloped (electronic) signature: respect the signed data object, is an electronic signature that is embedded within this
signed data object.

detached (electronic) signature: respect the signed data object, is an electronic signature that is neither enveloping nor
envel oped with respect this signed data object.

NOTE: Thismay contain additional information.

3.2 Abbreviations

TSP Trust Service provider

AdES Advanced Electronic Signature

BPMN Business Model and Notation

BSP Business scoping parameter

CAdES CMS Advanced Electronic Signature

DA Driving Application

ISMS Information Security Management System
PAdJES PDF Advanced Electronic Signature

PAJES-2 PAJES signatures conformant to PAdES Parts2
PAJES-3 PAdES signatures conformant to PAJES Part 3
PAJES-LTV PAdES signatures conformant to PAdES Part 4
PAJES5 PAdES signatures conformant to PAdES part 5

PAJES-5-XML PAdES signatures conformant to PAJES part 5 Profiles for “ XAJES Signatures of XML
documents embedded in PDF contaners’

PAJES-5-XFA PAdES signatures conformant to PAJES part 5 Profiles for “ X AdES signatures on XFA Forms’

PAJES-NoXML PAdES signature conformant to PAJES parts 2, 3 or 4.

SCA Signature Creation Application.
SCDev Signature Creation Device

SSCD Secure Signature Creation Device
SVA Signature Validation Application.
XAdES XML Advanced Electronic Signature
ASC Associated Signature Containers

TL Trusted List

TSL Trust Service Status List

UML Unified Modelling Language

4 Introduction to the guided implementation process

The present document is one of a series of guidance documents on selection standards and options for implementing
electronic signatures and/or trust services. All these documents share a general approach, suitably profiled and
developed by each one. This general approach starts from a pre-required analysis of the business requirements and
involves the analysis of business scoping parameters specific to each area of standardisation. These scoping parameters
are essential elements to be addressed and for which business driven choices need to be made facilitating the selection
of the appropriate standards and their options in a way which meets, as far as possible, the business requirements.

The present document proposes a business driven guided process for implementing generation and validation of
electronic signatures in business electronic processes.

4.1 How to use this document

The present document specifically addresses the implementation of electronic signatures, in particular generation and
validation of electronic signatures. Any other aspect within other areas related to the implementation of electronic
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signatures (like cryptographic devices, cryptographic suites, supporting TSPs, etc.) isout of its scope. Nevertheless, it
addresses readers to the suitable guidance documents within the Rationalised Framework that deal with other areas.

The present clause provides some suggestions on how to read the present document depending on the reader’s profile
(business managers, application architects, devel opers, and signature policy issuers).

1)

2)

3)

Business managers should read until clause 7 included. These clauses are the part of the process that aims at
describing at a high level the conditions and rules under which electronic signatures will be used within a
business or application domain and process. These clauses focus on areas that are familiar to business
managers, i.e. business processes modelling, risk assessment, business requirements, regulatory/legal
framework requirements, policy and security requirements, business rules and Business scoping parameters,
which will jointly condition the actual implementation of electronic signatures within the business.

Application architects and developers should read the whole document. They will find within clause 8 material
specifically addressed to technical profiles providing guidance on how to use the standards within the area 1 of
the Rationalised Framework for implementing generation and validation of electronic signaturesin a way that
fulfils the requirements covered during the previous phases of the guided approach.

Signature policy issuers should read the whole document. A signature policy document is a declaration of the
practices and rules (to be) used when creating, preserving and validating electronic signatures in a specific
context (e.g. business process) and is usually a document resulting from the execution of the implementation
process described in the present document. It is recommended to use the standardised table of contents
provided in ETSI EN 319 172 [i.10] to document the various decisions taken while executing the business
driven electronic signature implementation process for which guidance is provided in the present document. At
the end of this iterative process, thiswill help to finalise and formalise the declaration of the practices and
rules (to be) used when creating, preserving and validating electroni gSignaturesin the cencerned specific
context (e.g. business process) into such a standardised.signature pelicy document.

4.2 An overview of the guided implementation process

The present clause aims at providing a summary of the guided implementation process proposed within this document
and also at briefly uncovering its relationships with other relevant guidance documents within the Rationalised
Framework [i 1].

The figure below graphically summarizes the most relevant phases of the guided implementation process. It aso shows
two relevant elements, which may have a great impact, despite the fact that they cannot be considered, strictly speaking,
as being part of the process. These two elements deserve some words at the end of the present clause.

The proposed guided implementation processis likely to be iterative by nature, as indicated by the arrow that goes back
from the last phase to the beginning. The present document does not make any consideration about the degree of
completion of the different phasesin each iteration, which is entirely left to the implementers.

Figure 1. Iterative process for implementing generation and validation of electronic signatures.
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As apre-requisite to the present guided implementation process, implementation of electronic signatures should start
with a proper, complete and as detailed as possible analysis of the business processes (description and modelling of
complex business electronic processes) within which one or more electronic signatures need to be implemented. This
aimsto ensure that all the details related to crucial aspects of the business electronic process are actually well captured
and that the implementation of electronic signatures does not miss any of them. It also includes arisk assessment, as a
way of getting the needed information from which policy and security requirements are identified, so that once they are
satisfied, stakeholders are sure that the implementation of electronic signature is done in such away that it actually
counters the identified risks. This document, however does not aim at providing a complete guide on these topics but at
making readers aware of their relevance.

The second phase aims at elaborating the different sources of policy regquirements and security requirements into
controls' objectives, and controls to be implemented in the system. The present document does not aim at providing a
complete guide on these topics; instead it makes readers aware of their existence and relevance and refersto ETSI EN
319 101 [i.8] that properly deal with these issues.

The third phase of the process aims, in essence, at properly addressing and analysing the essential business scoping
parametersin the light of the context where is conducted the business in which electronic signatures have to be
implemented. They will condition the whole implementation lifecycle from itsinception to its deployment and

mai ntenance. These parameters may actually come, from different sources:

. From the business e-process itself. These are business scoping parameters inherent to the particularities of the
business electronic process in which electronic signatures have to be implemented. They are related to:

- the data to be signed,
- the relationship between the signatures and the data objects to be signed,
- the workflow of the documents and signed documents that is required by the business e-process,

- the requirements on the timing and sequencing of signatures generation and proof of timely generation,
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- the need that signatures have a certain degree of longevity and resilience to change,
- the archival requirements imposed by the business e-process,
- the specific community where the electronic signatures will be exchanged,

- the fact that the business e-process might envisage the generation / validation of electronic signatures
within mobile environment,

- requirements established by the business e-process on privileges that a signer has to detent, and

- the allocation of signature validation responsibilities, done by the business e-process.

. From the legal and/or regulatory framework where the business process is conducted. These are business
scoping parameters not inherent to the particularities of the business process but consequence of the legal
and/or regulatory framework where it is conducted. Lack of consideration of these parameters when defining
the strategy for implementing electronic signatures would likely lead to implementations that do not properly
satisfy what is established by the applicable legal and/or regulatory framework with al the negative
conseguences that this would bring. These Business scoping parameters include: the quality level that the
legal/regulatory framework impose to certain signatures of certain business processes, parameters derived
from what the legal/regulatory framework establishes with regards to the scope and purposes of signatures,
parameters related to the formalities of signing, and those that come from requirements on the longevity and
resilience to change of signatures.

. From the actor that actually generates the signature. These are busingss scoping parameters inherent to the
actor, including his typesize.Whether it is a natural_personioralegal person), the type of the signing certificate
owned by the signer owned by thé'signer,‘and the signer device.

. Other. These are busi ness scoping parameters coming from avariety of sources! Some ofsthem might reguire
the introduction of additional information within the signatures not already introduced. Other might require
restricting the cryptographic suites.

The three aforementioned phases collectively aim at describing the conditions under which electronic signatures will be
used within a business or application domain and process, including the identification of the resulting electronic
signatures flow that has to be considered in the context of:

. a specific business application domain and/or process, with its own context and requirements,

. its associated set of policies (e.g. corporate I T and security policies) including any existing signature policy to
which the to be designed signature policy is subordinate;

. its associated legal requirements, and

e theassociated risk assessment identifying risks for which electronic signatures can be a mitigation tool but also
risks induced by the use of electronic signatures themselves in the business or application process.

The fourth phase of the process aims, in essence, at deciding at the technical level the means to be used for fulfilling all
the business context related requirements that come from the business scoping parameteres identified in the previous
phase, and what standards within the Rationalized Framework are best suited for this. More specifically in this phasp
implementers will find guiding material that will help them in deciding:

. The formats, contents, forms, and levels of the electronic signatures.
. The technical procedures for generating, upgrading and validating electronic signatures.

e  The protection profiles which their applications generating and/or validating electronic signatures will be
compliant with.

The standardised table of contents for signature policy documents provided in ETSI EN 319 172 [i.10] is recommended
to be used as a way to document the various decisions taken while executing the business driven electronic signature
implementation process for which guidance is provided in the present document. At the end of thisiterative process, it
would help to finalise and formalise the declaration of the practices and rules (to be) used when creating, preserving and
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validating electronic signatures in the concerned specific context (e.g. business process) into such a standardised
signature policy document, if required.

Implementers may also use a set of available catalysing tools for assessing the conformance of their implementations to
referenced standards (and consequently speeding up their production). Thisincludes technical specifications for
conformance testing and interoperability testing, and events for testing interoperability and conformance. Thisusageis
shown in the figure 1 as a bidirectional dotted line connecting this phase with the round rectangle showing these tools.
These tools are presented in clause 9.

Finaly, readers of the present document should also take into account that it is quite likely that the applications to be
put in place need to pass an evaluation process in order to be compliant with the regulatory/legal framework in force for
the business context. The figure 1 shows this fact as a bidirectional dotted line connecting the round rectangle showing
the evaluation with the dotted square enclosing the process itself. Some hints on the evaluation process are given in
clause 10.

5 Analysing the Business Requirements

An accurate and complete business analysis, covering the entirety of the electronic business processes conducted, is
essential for implementing electronic signatures. Without such analysisis highly unlikely that the implemented solution
effectively supports the electronic business as it would be expected by its business managers and sponsors.

As mentioned before, it is not necessary to wait until the completion of the business analysis to start with the next tasks.
Thisanalysis, very likely, will be distributed among different iterations. However, it is required to have completed it at
the end of al theiterations, in order to ensure that the whole set of requirements have actually been captured. It is
recommended that in a business with a certain degree of complexitysthis analysis include the production of a business
model, as away of capturing all its relevanigaspects:

The present document does not provide any further recommendations neither jon the techniques used for analysing the
business nor on how to distribute their completion throughout the different process iterations, as these i ssues are not
within its scope.

The present document does not provide further recommendations neither on the techniques used for modelling the
business nor on how to distribute its production throughout the different process iterations, as these issues are not within
its scope. However, it signals the existence of tools for building these models that implementers may take into account,
namely the Unified Modelling Language (UML) and some extensions specifically devoted to build up businesses
models, or Business Process Management and Notation (BPMN).

It is strongly recommended to conduct arisk assessment with regards to the usage of electronic signatures as part of a
business electronic process scenario. It aims at identifying risks for which electronic signatures can be a mitigation tool
but also risks induced by the use of electronic signatures themselves in the business or application process.
Implementers should also identify the relevant outputs of such assessment to be considered as input to the next phase,
i.e. the establishment of the Policy and Security Requirements for electronic signatures generation and validation
applications, as well as for the business rules to be accomplished by the implementation of electronic signatures.

It isout of the scope of the present document to provide any further recommendation on risk analysis methodologies.

6 Managing the Policy and Security Requirements

The second phase of the proposed guided implementation process is the management of the policy and security
requirements that applies to the business electronic process and to the aimed integration of electronic signatures within.
This management includes the following tasks:

1) Identification of the relevant requirementsimposed by different sources (among which the different policiesin
force within the business context).

2)  Specification of the objectives to be achieved by the controls to put in place for satisfying the identified
requirements.

3) Selection of the controls for achieving the aforementioned objectives
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352  Whileidentifying the relevant requirements, implementers should take into account all their possible sources. Below
353  followsthelist of these potential sources of requirements:

354 1) Policies within the applicable regulatory or/and legal Framework.

355 2) Poalicies concerned with the information security management of information technology risks (e.g. ISMS
356 policies).

357 3) Specific processes for generating, upgrading and validating electronic signatures.

358 4) Development and coding of applications dealing with the generation, upgrade and / or validation of electronic
359 signatures.

360 A complete set of these requirementsis required as a precondition for the implementation of a solution that effectively
361  supportsthe electronic business modelled.

362  The completion of this phase may be distributed among several iterations, and it may receive feedback from results and
363  findings of ulterior phase.

364 Implementers are strongly advised to perform this task as specified by the EN 319 101 [i.8] “Policy & Security

365 Requirements for Signature Creation Applications and Signature Validation Applications’ [i.8]. This European

366  Standard provides general security and policy requirements that should be considered when implementing Signature
367  Creation Applications (SCA) and Signature Validation Applications (SVA).

s ( Business scoping parameters for thissArea

369  The present clause provides details of the thirdphase of the proposed guided implementation process, which aims at
370  properly addressing and analysi ng essential business scoping parametersin the light of the results of the two previous
371  phases with regards to the specific business aspects and requirements of the business process where the electronic
372  signatures have to belimplemented.

373  Thebusiness scoping parameters to be takeninto account when implementing creation and validation of electronic
374  signatures are grouped as follows and discussed in the next sub-clauses:

375 e parameters mainly related with the specific application or business electronic process,

376 e parameters mainly related with the regulatory/legal framework where the business must be conducted,

377 e parameters mainly related with the different types of signing entities, aswell as

378 e other aspects that do not fall within the above three listed categories but are important to be addressed when
379 implementing electronic signatures.

ss0 7.1 Business scoping parameters mainly related with the business
381 process

382  When attempting to implement electronic signatures in a business context, a number of business scoping parameters
383  purely inherent to this context need to be taken into account, otherwise the risk of deploying a system that does not
384  properly support the businessin one way or the other is extremely high. These business scoping parameters will

385  condition the whole system lifecycle from its inception to its deployment and maintenance. They, in consequence, will
386  highly impact in the selection of the right standards that deal with the direct management of electronic signatures,

387  namely with: their generation, their formats, their contents, their relative placement and relationship, their placement
388  with respect to the signed data object(s), their resilience to time (longevity) or to cryptanalysis advances, and their
389  validation.

390  Thisclause enumerates and provides details of the business scoping parameters mainly related with the business process
391  itself that have adirect impact in the selection of standards.
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7.1.1 BSP (a): Workflow (sequencing and timing) of electronic signatures

It isnot unusual that business processes deal with workflows where different documents are generated and signed (by
one or several signatories) in different time instants and in a specific order that may or may not be changed. These
inherent parameters of the workflow also have an impact in the selection of the suitable standards, and in consequence,
implementers should take them into account. Below follow the most relevant ones:

. Whether the time when a signature was applied is relevant or not. For a deeper discussion see clause 7.1.1.2.

. For the not unusua situations where there are data objects that have to be signed by more than one signatory,
implementers should take into account the following aspects:

- Whether the order in which the signatures are applied is relevant or not. For a deeper discussion see
clause 7.1.1.2.

- Whether al the signatures sign the same (the data object to be signed) or something different (the data
object to be signed and one or more signatures previously applied to it, or even only one or more
previously applied signatures). For a deeper discussion see clause 7.1.1.1.

7.1.1.1 Multiple signatures

It isnot unusua in business contexts that one data object requires more than one signature for having the required
effect. In certain occasions thisis actually required by the Legal or Regulatory Framework. When facing these
situat