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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can
be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs
notified to ETS in respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are
available on the ETSI Web server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No
guarantee can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on
the ETSI Web server) which are, or may be, or may become, essentia to the present document.

Foreword

This draft European Standard (EN) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI) and is now submitted for the xxx phase of the ETSI standards EN Approval Procedure.

The present document is part 1 of a multi-part deliverable.

Proposed national transposition dates

Date of latest announcement of this EN (doa): 3 months:after ETSI publication

Date of |atest publication of new National* Standard

or endorsement of this EN (dop/e)} 6 months after doa

Date of withdrawal of any conflicting National Standard (dow): 6 months after doa
Introduction

Implementing electronic signatures into a business process very often requires considering more than one
signature to give legal validity to one or several documents or to make a transaction effective. These may be
parallel independent signatures, such as those of a buyer and seller on a contract; or embedded,
countersignatures, where the countersignature is applied on top of a primary signature, such as awitness's
signature, or the signature of a superior validating the signature of a subordinate.

A signature policy may be a useful tool for specifying the means for the creation and verification of all the
typical qualities of an electronic signature. A signature policy should be drafted by reference to a specific
business application. It does not ignore the fact that there is probably an existing business need for guidance or a
set of rules which could be specified by two parties with no previous relationship who want to sign a once only
contract electronically.

A signature Policy is a set of rules for the creation and validation of one (or more interrelated) electronic
signatures that defines the technical and procedural requirements for creation, validation and (long term)
management of this (those) electronic signature(s), in order to meet a particular business need, and under which
the signature(s) can be determined to be valid.

ETSI
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1 Scope

This document provides a standardised table of contents for signature policy documents.

It additionally provides a standardised signature validation policy, the so-called "European Signature Validation
Policy for advanced electronic signatures (AdES) supported by a qualified certificate and qualified electronic
signatures against EU Member States Trusted Lists', aiming to describe the requirements imposed on the actors
with respect to the application of electronic signatures to documents and datain order for these signatures to be
considered as valid (technical) AdES, AdES supported by a Qualified Certificate (AdESqc) or Qualified
electronic Signature (QES), with all certificates and their related chains supporting the signatures are validated
against the EU Member State Trusted Lists (thisincludes signer's certificate and certificates used to validate
certificate validity status services - either based on CRLs or OCSP).

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest
version of the referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hypetli luded in this clause TSI cannot
guaran
2.1 Normati

The following refere ents are necessary for the application of the present document.

Not applicable.

2.2 Informative references

The following referenced documents are not necessary for the application of the present document but they assist
the user with regard to a particular subject area.

[i 1] ETSI TR 119 000: “Rationalised Framework for Electronic Signature Standardisation”.
[i.2] Not used.

[1.3] Not used.

[i.4] Not used.

[i.5] Not used.

[i.6] Not used.

[i.7] ETSI EN 319 102: “Procedures for Signature Creation and Validation”.

[i.8] ETSI TS 119 101: "Policy and security requirements for signature creation and validation".
[1.9] ETSI EN 319 602: “Trust Service Status Lists Format”.

[i.10] ETSI EN 319 612: “Trusted Lists Format”.

[i.11] Not used.
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[i.12] Not used.

[i.13] Not used.

[i.14] Not used.

[i.15] Not used.

[i.16] Not used.

[i.17] ETSI TR 119 100: "Business driven guidance for signature creation and signature

validation".
[i.18] Directive 1999/93 Directive 1999/93/EC of the European Parliament and of the Council of

13 December 1999 on a Community framework for electronic signatures.

[i.19] Commission Decision 2009/767/EC of 16 October 2009 setting out measures facilitating
the use of procedures by electronic means through the 'points of single contact' under
Directive 2006/123/EC of the European Parliament and of the Council on servicesin the
internal market. OJ L 274, 20.10.2009, p. 36.

[i.20] Commission Decision 2011/130/EU of 25 February 2011 establishing minimum
requirements for the cross-border processing of documents signed electronically by
competent authorities under Directive 2006/123/EC of the European Parliament and of the
Council on servicesin the internal market

[i.21] Not used.

[i.22] "E n e ns reviations."

[i.23] 'E Sign € rap

[i.24] nt 09 ct ertificate and Certificate
R e

[i.25] IETF RFC 6960: "X.509 Internet Public Key Infrastructure Online Certificate Status
Protocol - OCSP".

[i.26] ETSI EN 319411-1
[i.27] ETSI EN 319 411-2
[i.28] ETSI EN 319 411-3
[i.29] ETSI EN 319 412-5

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, definitionsin TR 119 001 [i.22] apply with in particular the following
definitions being imported in the present document for the sake of reader's convenience:

signature policy: set of rules for the creation and validation of one (or more interrelated) electronic
signature(s) that defines the technical and procedural requirements for creation, validation and (long term)
management of this (those) electronic signature(s), in order to meet a particular business need, and under
which the signature(s) can be determined to be valid.

NOTE 1: When validated against a signature policy X, the validity of an electronic signature is a
relative concept and will be determined against the rules defined by such a policy. The same
signature can be determined as valid against signature policy X while being invalid against
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signature policy Y. The notion of Signature Policy here should be clearly dissociated from a
legal purpose document. While the Signature Policy is expected to further precise the context
in which the underlying signatures are to be considered as valid in a specific context (e.g.
business process, a specific application), their potential legal effect and value will be driven by
the applicable laws and/or contractual relationships between the parties involved and
concerned by the signatures. Closed user group domains of application should be clearly
distinguished from a purely open context to which generally applicable laws may address.

NOTE 2: A Signature Policy may cover the three following aspects related to the management of each
of the considered electronic signature(s):

1. aSignature Creation Policy: part of the Signature Policy, which specifies the technical
and procedural requirements on the signer in creating a signature;

2. a Signature Validation Policy: part of the Signature Policy, which specifies the
technical and procedural requirements on the verifier when validating asignature; and

3. a Signature (LTV) Management Policy: part of the Signature Policy, which specifies
the technical and procedural requirements on the long term management and
preservation of a signature.

3.3 Abbreviations

AdES Advanced Electronic Signature

AdESqc Advanced Electronic Signature supported by a Qualified Certificate
ASIC Associated Signature Containers

B2B Business to Business

B2C Business to Consumer

BPMN

CAdES

CRL

DOTBS

DTBSR

EN 5

EU European Union

Gov2B Government to Business

Gov2C Government to Consumer

LTV Long Term Validation

OCSsP Online Certificate Status Protocol
OID Object Identifier

PAJES PDF Advanced Electronic Signature
QES Qualified Electronic Signature

RF Rationalised Framework

SAP Signature Application Practices
SAPS Signature Application Practices Statements
SCA Signature Creation Application
SCDev Signature Creation Device

SVA Signature Validation Application
TL Trusted List

ToC Table of Content

TR Technical Report

TS Technical Specifications

TSL Trust Service Status List

TSP Trust Service provider

UML Unified Modelling Language
XAdES XML Advanced Electronic Signature
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4 Implementing electronic signatures

4.1 Overview of the ETSI business driven guidance for
implementing electronic signatures

For stakeholders (e.g. businesses, governments, service providers) wanting to implement a Signature Creation or
Validation solution, the starting point should be ETSI TR 119 100 ("Business Driven Guidance for
implementation of Signature Creation and Validation™) [i.17]. Information from that document should be used to
start an analysis of the business application context in which the eSignature should be implemented. This
analysis should include arisk assessment and should lead to a set of security, policy and legal requirements,
control objectives and controlsto implement. ETSI TS 119 101[i.8] provides a selection of control objectives
and controls which should be considered during the analysis. They are separated into five main categories:

- Legal driven policy requirements,

- Information security (management system) requirements,

- Signature Creation and Signature V alidation processes requirements,
- Development & coding policy requirements,

- General requirements.

This policy & security requirements and controls document [i.8] helps to make declaration and statements on
practices that are used,otobeusediby,applications impl ementing electroni ¢ signatures in a specific context.
However under the same set of practices, applications may still use or follow different set of rules to create
different types of electronic signatures.

Starting from their model, stakeholders are guided by ETSI TR 149 100 :

« for properlyispecifying all'the relevant parameters (hereafter “business scoping parameters’ - BSP)
regarding the creation and the validation of electronic signatures for the specific addressed application /
business processes, and

« for making the best choice among the wide offer of standards from the Rationalised Framework of
European Standards for Electronic Signatures (RF) [i.1] in order to ensure the best implementation of
electronic signatures within the addressed application / business processes.

The guided implementation process proposed by TR 119 100 [i.17] is defined in a way that ensuresto
stakeholders a proper and consistent treatment of all essential business scoping parameters, including:

e parameters directly dependant on the specific application or business el ectronic processes,
« parameters derived from the regulatory/legal framework where the business must be conducted,
« parametersinherent to the different types of signing entities, as well as

»  other aspects that do not fall within the above three listed categories but are important to be addressed
when implementing electronic signatures.

A signature policy document is a declaration of the practices and rules (to be) used when creating, preserving
and validating electronic signatures in a specific context (e.g. business process) and is usually a document
resulting from the execution of the implementation process described in the present document.

The present document that specifies a standardised table of contents can be used to document the various
decisions taken while executing the business driven electronic signature implementation process for which
guidanceisprovided in ETSI TR 119 100 [i.17]. At the end of this iterative process, this will help to finalise and
formalise the declaration of the practices and rules (to be) used when creating, preserving and validating
electronic signaturesin the concerned specific context (e.g. business process) into such a standardised signature
policy document.
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4.2 Importance of the signature policy

A signature Policy is aset of rulesfor the creation and validation of one (or more interrelated) electronic
signatures that defines the technical and procedural requirements for creation, validation and (long term)
management of this (those) el ectronic signature(s), in order to meet a particular business need, and under which
the signature(s) can be determined to be valid.

When validated against a signature policy X, the validity of an electronic signature is arelative concept and will
be determined against the rules defined by such a policy. The same signature can be determined as valid against
signature policy X while being invalid against signature policy Y. The notion of Signature Policy here should be
clearly dissociated from alegal purpose document. While the Signature Policy is expected to further precise the
context in which the underlying signatures are to be considered as valid in a specific context (e.g. business
electronic process, a specific application), their potential legal effect and value will be driven by the applicable
laws and/or contractual relationships between the parties involved and concerned by the signatures. Closed user
group domains of application should be clearly distinguished from a purely open context to which generally
applicable laws may address.

A Signature Policy may cover the three following aspects related to the management of each of the considered
electronic signature(s):

1. a Signature Creation Policy: part of the Signature Policy, which specifies the technical and
procedural requirements on the signer in creating a signature;

2. a Signature Validation Policy: part of the Signature Policy, which specifies the technical and
procedural requirements on the verifier when validating a signature; and

3. a Signature Management Policy: part of the Signature Policy, which specifies'the technical and
procedural reguirements on the long term management and,preservation of asignature.

A signature policy may cover several electronic signatures being part of agroup of electronic signatures
implemented in the context of a specific business or application process. It isnot unusual|that a busi ness process
reguires the implementation of several signatures being either multiple signatures applied to the same data
object(s) or to different data objects being signed by the same or different entities at different moments alongside
the workflow of events and need for evidences'covered by the considered workflow. Hence a signature policy
and in particular a signature policy document may cover a set of several signature policies that will define the set
of rules applicable to one or several signatures to which the same set of rules apply.

As part of the rules covered by a signature policy, or closely associated to them a set of rules applicable to the
application and/or its environment implementing the creation, the upgrade and/or the validation of electronic
signatures. In particular this covers rules with regards to the practices used by the application and its
environment to properly implement the generation, upgrade and/or validation of electronic signatures. A
community of users may define as part of a signature policy the applicable requirements with regards to those
practices any application will have to meet in order to comply with the community signature policy. A signature
policy may also refer to an external set of practices statements that describes the practices used by an application
or an application provider that generate/validate electronic signatures according to several signature policies
defined several communities of users. A signature policy may also be defined in the context of a specific legal
context and define a set of rulesto create or validate a signature meeting specific legal requirements (e.g. a
qualified electronic signature as defined in the applicable European legislation framework) including specific
reguirements on signature creation applications (SCAs) and signature validation applications (SVAs) and their
environments.

A document stating such signature application practices (SAPs) defining requirements or making statements on
the way signature applications are meeting application level policy and security requirements when creating or
validating electronic signatures, whatever and independently of the type of signature and of the set of
reguirements ruling the creation or validation of atype of signature (i.e. the applied signature policy), might be
compared to a signature policy as a Certification Practice Statement can be compared to a Certificate Policy.

4.3 Structure of the present document

Section 5 provides a standardised table of contents for signature policy documents.

ETSI



EN 119 172-1 vV0.0.4 (2013-11)

Section 6 provides a standardised signature validation policy, the so-called "European Signature Validation
Policy for ADESqc and QES against EU Member States Trusted Lists', aiming to describe the requirements
imposed on the actors with respect to the application of electronic signatures to documents and data in order for
these signatures to be considered as valid (technical) AdES, AJES supported by a Qualified Certificate
(AdESqc) or Qualified electronic Signature (QES), with all certificates and their related chains supporting the
signatures are validated against the EU Member State Trusted Lists (this includes signer's certificate and
certificates used to validate certificate validity status services - CRLs, OCSP).

5 Standardised table of content for signature policies

The present clause defines the standardised table of content (ToC) for signature policies conformant to the
present document. The numbering of the components of the standardised ToC is on purpose provided asit shall
appear in the signature policy document instantiating the standardised ToC. The provided text specifiesthe
expected content of each component.

1. Introduction

A signature Policy is a set of rules for the creation and validation of one (or more interrelated) electronic
signatures that defines the technical and procedural requirements for creation, validation and (long term)
management of this (those) electronic signature(s), in order to meet a particular business need, and under which
the signature(s) can be determined to be valid.

This component should_previdegasgeneral introductien to thessignattire policy it describes and to the specific
business or application context it applies. \When no text i s provided, no additional specific requirement applies.

1.1 Overview

This component shall be used to provide a general introduction to the document being written. It shall be used to
provide a synopsis of the business or application domain and the specific business or application process to
which the signature policy applies. Depending on the complexity and scope of the particular business or
application process implementing electronic signatures, a diagrammatic representation may be useful here.

1.2 Business Application Domain

This component shall describe the business (application) domain in which the signature policy is suitable for
use. The business (application) domain should be understood as any business or commercial transaction
process(es), which may involve several actors/participants and/or multiple actions in its process(es) and which
may require one or multiple signatures to give it effect.

1.2.1 Scope and boundaries of Signature Policy

This sub-component should describe the scope and boundaries of the business (application) domain in which the
signature policy is suitable for use. This can range from a purely corporate internal process or set of processes,
through a multi-party trading network whose parties may negotiate and agree on the applicable terms and rules,
up to nationwide rules governing the use of electronic signatures in eGovernment and eBusiness processes. The
signature policy may be applicable to one or severa domains of applications (e.g. B2B, B2C, Gov2B, Gov2C,
contractual, financial, medical/health, consumer transactions, e-notary services, etc.), whether mono-
organisation, corporate or cross-organisations, nationwide or cross-borders, horizontal or vertica (e.g.
eProcurement, elnvoice, eHealth, eJustice, etc.). When applicable the hierarchy of signature policies included in
a Signature Policy should be detailed, illustrated and be consistently identified (e.g. through the allocation of
sub-OIDs subordinated to OID of the main Signature Policy).
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1.2.2 Domain of Applications

This sub-component should further describe each domain of applications that is considered and for which the
usage of electronic signaturesisruled by the signature policy.

1.2.3 Transactional Context

This sub-component should provide additional information about the transactional context, e.g. Request for
Proposal, any form of offer, exchange of documents of certain specific types, draft of contractual terms and
nature of those terms (e.g. contract, Non Disclosure Agreement, etc.), approval, any type of acknowledgement
(e.g. of receipt, of delivery, of sending, etc.), documents requiring specific types of authorisation (e.g. because of
value, because of applicable law or legal requirements, etc.), etc.

1.3 Signature Policy name, identification and conformance
rules

This component shall be used to provide information:

- About any applicable names for the Signature Policy;

- About any applicable other identifiers for the Signature Policy (e.g. unique identifier, OIDs);

- About conformance rules,

- About where the signature policy is available (e.g. aURL or by email) and how a paper/hard copy can be
made available.

1.3.1 Signature Policy name(s)

1.3.2 Signature Policy identifier(s)

The signature policy document should allocate adistinct identifier to the signature policy (document) itself and
to each of the set of rules applicable to a specific set of signatures (could be asingle signature) to distinguish
several sets of such rules applicable to the various types of signatures concerned in the applicable electronic
business process.

The signature policy document may also derive from the signature policy document OID used as aroot, several
leaf OIDsto identify such sets of rules applicable to the various types of signatures (e.g. a signature policy
document having identifier 1.3.777.1.1 could further identify three sets of rules applicable to three types of
signatures in the concerned workflow of the business process via the respective 1.3.777.1.1.1, 1.3.777.1.1.2, and
1.3.777.1.1.3 OIDs).

1.3.3 Signature Policy conformance rules

1.3.4 Signature Policy distribution points

1.4 Signature Policy Issuer

This component shall include the name of the organization that is issuing the Signature Policy. It shall also
provide information identifying the digital certificate used by the Signature Policy Issuer to electronically sign
the Signature Policy.

1.5 Signature Policy Administration

This component shall include the name and mailing address of the organization that is responsible for the
drafting, registering, maintaining, and updating of the Signature Policy. It shall aso include the name, electronic
mail address, telephone number, and fax number of a contact person. As an alternative to naming an actual
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person, the document may name a title or role, an e-mail aias, and other generalised contact information. In
some cases, the organisation may state that its contact person, alone or in combination with others, is available to
answer questions about the document.

Moreover, when a formal or informal policy authority is responsible for determining whether one or more
separate signature policies should be allowed to be subordinated, included in or include another Signature Policy,
it may wish to approve the separate signature policy(ies) as being suitable for the policy authority's Signature
Policy. If so, this component shall include the name or title, electronic mail address (or alias), telephone number,
fax number, and other generalized information of the entity in charge of making such a determination. Finally, in
this case, this subcomponent shall also include the procedures by which this determination is made.

1.5.1 Organisation administering the document

1.5.2 Contact person

1.6 Definitions and Acronyms

This component shall contain a list or a reference to a list of definitions for defined terms used within the
document, aswell asalist or areference to alist of acronymsin the document and their meanings.

2. Signature creation/validation application practiees
statements

As part of the rules covered by asignature policy, or closély associated to them a set of rules applicabl e to the
application and/or itsenvironment implementing the creation, thetupgrade and/or the validation of electronic
signatures. In particular this covers rules with regards to the practices used by the application and its
environment to properly implement the generation, upgrade and/or validation of electronic signatures. A
community of users may define as part of a signature policy the applicable requirements with regards to those
practices any application will have to meet in order to comply with the community signature policy. A signature
policy may also refer to an external set of practices statements that describes the practices used by an application
or an application provider that generate/validate electronic signatures according to several signature policies
defined several communities of users. A signature policy may also be defined in the context of a specific legal
context and define a set of rulesto create or validate a signature meeting specific legal requirements (e.g. a
qualified electronic signature as defined in the applicable European legislation framework) including specific
reguirements on signature creation applications (SCAs) and signature validation applications (SVAs) and their
environments.

A document stating such signature application practices (SAPs) defining requirements or making statements on
the way signature applications are meeting application level policy and security requirements when creating or
validating electronic signatures, whatever and independently of the type of signature and of the set of
reguirements ruling the creation or validation of atype of signature (i.e. the applied signature policy), might be
compared to a signature policy as a Certification Practice Statement can be compared to a Certificate Policy.

The present component shall either include by reference or explicitly the set of (policy and security) practices
requirements that the SCA/SVA will have to meet when generating, upgrading and/or validating electronic
signatures in compliance with the applicable signature policy.

With regards to its content and sub-components, the present component shall make use of the structure defined
from the structure of the ETSI TS 119 101 ("Policy and security requirements for signature creation and
validation™) [i.8] that specifies policy and security regquirements that must be considered when creating and
validating signature in a trustworthy manner. The analysis of the business application context in which the
eSignature should be implemented should include a risk assessment and should lead to a set of security, policy
and legal requirements, control objectives and controls to implement with regards to the SCA/SVA. ETSI TS
119 101[i.8] provides a selection of control objectives and controls which should be considered during the
analysis. They are separated into five main categories:
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- Legal driven policy requirements,

- Information security (management system) requirements,

- Signature Creation and Signature Validation processes requirements,
- Development & coding policy requirements,

- General requirements.

NOTE: When the signature policy document is referring to such practices requirements or is claiming
compliance with practices statements provided as external document(s), those external documents
consisting in declarations of signature application practices statements (SAPS) should be
structured according to the ToC provided in ETSI TS 119 101 [i.8].

2.1 Legal driven policy requirements

This component shall contain requirements, control objectives and controls in connection with:
1. theprocessing of personal data,
2. thesignificance of digital signatures, and
3. the business continuity.

See ETSI TS 119 101]i.8] for further guidance on, or referencing of, potenti

ments

h information

2.2 Informa

This component sha

1. security po
2. network protection,

3. information system protection,

4, software integrity of the application,
5. data storage security,

6. risk assessment, and

7. audit trail security.

See ETSI TS 119 101]i.8] for further guidance on, or referencing of, potentially applicable controls.

2.3 Signature Creation and Signature Validation processes
requirements

This component shall contain requirements, control objectives and controls in connection with:
1. signature creation process and systems, and in particular:
a. datacontent type management,
b. signature attribute viewer,
c. timing and sequencing enforcement,

d. signatureinvocation,
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e. selection of the level of signature longevity,
f. signer's authentication procedure (& access control management),
g. DOTBS preparation,
h. DataTo Be Signed Representation (DTBSR),
i. signature creation device management,
j.  protection of the communication between Signature Creation Device (SCDev) and SCA,
k. robustness of signature cryptographic suites,
|. community adaptability,
m. bulk signing operation
2. signature validation process and systems, and in particular:
a. validation process rules enforcement,
b. validation user interface

c. validation input/output relative conformance (correctness of the implemented validation
procedure).

See ETSI TS 119 101Ji.8] for further guidance on, or referencing of, potenti

2.4 Develop di IC
This component shal ent | obj Is io e development
and coding policies, i

development methods,

1. thesecure
2. the security of the application, and
3. testing compliance and interoperability.

See ETSI TS 119 101Ji.8] for further guidance on, or referencing of, potentially applicable controls.

2.5 General requirements

This component shall contain other general requirements, control objectives and controls in connection with:
1. theuser interface,
2. theinterfaceto external trust service providers, and
3. general security measures.

See ETSI TS 119 101Ji.8] for further guidance on, or referencing of, potentially applicable controls.

3. Business scoping parameters

The purpose of a signature policy is to describe, as clearly as possible, the requirements imposed on or
committing the involved actors (signers, verifiers and potentially one or more trust service providers) with
respect to the application of electronic signatures to documents and data that should be signed in a particular
context, transaction, process, business or application domain (see component 1.2) in order for these signatures to
be considered as valid signatures under this signature policy.
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These requirements are organised against so-called business scoping parameters (BSPs) of which we can
distinguish:

. Parameters mainly related to the application and/or business process for which implementation of
electronic signature(s) is required,;

. Parameters mainly influenced by legal provisions associated to the application and/or business context
in which the business process takes place;

. Parameters related to the actors involved in the creation/validation of electronic signatures; and
. Other signature parameters.

The sub-components (described hereafter) of this component shall each include the description of the applicable
BSP provisions not only in terms of business language but also the counterpart technical choices and
specifications.

3.1 BSPs mainly related to the concerned application/business
process

3.1.1 BSP (a): Workflow (sequencing and timing) of electronic signatures

This component shall be used to describe and specify whether the business electrenic_process and hence the
signature policy address a single signature or a set of signatures. In this lattér case it shall describe and specify
the workflow and in particulamthessequencing and the cardinality#ofithe concerned signatures and whether the
concerned workflow |s made of;

o paralle (or independent) signatures (i.e. signatures applied exactly to the same data objeet(s)); or
o seria signatures (i.e. signatures applied to different data object(s) and serialised); or

e counter signatures (i.e. signatures successively applied to the same original data object(s) and to the set
of previous signatures); or

e acombination of such signatures.

This component shall include illustration of the business scenario use cases implementing electronic signature(s)
and the associated eSignature(s) flow. Such use cases should be produced using the Unified Modelling
Language (UML), the Business Process Modelling Notation (BPMN - a standard for modelling business
processes and web service processes, as put forth by the Business Process Management Initiative —
www.bpmi.org) or any similar standard notation in order to provide continuity into the development and use of
electronic signatures.

Uses cases shall be used to describe and specify:

a What is the sequence flow of data exchanges between those actors in the considered business scenario
and application process,

b. How electronic signatures should be arranged within the application process, i.e. what is the use case
for electronic signature(s) use in this application process in the considered business scenario? This
should reflect the potential usage of multiple signatures, whether parallel (mutually independent
signatures for which the ordering of the signatures is not important), or sequential (signature for which
the ordering is important), or countersignatures (where one signature is applied to another) or a
combination of those usages; individual transaction signatures versus bloc transactions signatures,
signature of a multi-screen transaction.

c. What are the actors (e.g. customer, bank agent, merchant, application server, mass-signing server, lega
person) and their business signing role (primary signature versus countersignature) defining the
relationship between each actor’ s signature and any other required signature.

d. For each data object to be signed, what sequence of signature(s) do apply (e.g. single; multiple parallel;
counter signatures; sequential; or a combination)

ETSI


http://www.bpmi.org/

EN 119 172-1 vV0.0.4 (2013-11)

This component shall indicate whether and which signature is required to be validated before generating the next
signature in the workflow.

This component shall indicate whether the time when a signature is generated or validated is relevant or not (e.g.
in order to be legally enforceable) and in particular the timing constraints apply to the generation or validation
of electronic signatures (e.g. whether a specific signature must be generated before a certain deadline, whether a
set of parallel signatures must be generated within a certain timeframe, whether the elapsed time between two
serial or counter signatures must be greater, equal or smaller than a certain duration, etc.). In some business
scenarios, sequence and timing may not just relate to signatures on a single document, but on multiple
documents or signatures which may all form part of a single process or transaction. In some circumstances, the
validity or acceptance of an agreement/authorization etc. may be contingent upon certain steps or approvals
having been taken within given timeframes. For example:

- Where the signature of an actor (e.g. a superior company officer) is required to authorize or "sign off" a
piece of work, it is obvious that this signature should come after the primary signature of the actor (e.g.
the employee) who has performed the work.

- In some case, the counter signature may not be allowed to occur after a certain delay (e.g. must occur
within afew hours after the initial signature), or not before a certain delay.

This component shall indicate the cardinality of signatures involved in the concerned business process and in
particular whether mass signing is applicable, i.e. a significant number of serial signatures like signing a
significant number of documents per day, as this may have an impact on, for example, requirements for use of
signing devices designed for mass signing (e.g. hardware security modules).

3.1.2 BSP (b): Data.object(s) to be signed

For each signature identified and for each element (data objeet) to be signed as identified in the concerned
workflow (see BSP(a)):

This component shall be used_to describe and specify al the relevant aspects concerning to the data object(s)
that have to be signed and the related technology, i.e. the type of technological environment in which those data
objects are managed. These aspectsinclude:

1. Thenatureand the format of the data to be signed (e.g. binary, structured data, xml, PDF document,
editable documents such as Word or ODF, multimedia packages, images, etc.). The type of format for
the DOTBS may also be influenced by business risks or legal provisions, for example, when a specific
provision isimposed on the formalities of signing (e.g. what you see is what you sign, see BSP(i)).

NOTE: At present electronic signatures may be generated following XML, ASN.1 or PDF
syntax. It is quite obvious to conclude that where the data to be signed are specified in one of the
aforementioned syntaxes, a reasonable initial choice would be to select the electronic signature
defined for that syntax, unless other business parameters clearly recommend to use another one.

2. Inthose cases where the data object involved in a signing process is structured, this component should
identify whether the whole data object or only certain part(s) have to be signed.

3.1.3 BSP (c): The relationship between signed data object(s) and
signature(s)

For each signature identified and for each element (data object) to be signed as identified in the concerned
workflow (see BSP(a)):

This component shall be used to describe and specify the type of relationship between the signed data and the
signatures. In particular, this component shall address:

1. The need for signed data referencing mechanisms and in particular the use or relevance of bulk
signatures, i.e. when one signature has to sign different data objects (e.g. through the implementation of
signature on several document references consisting in hashes of the referenced documents).

2. The number of the data objects that one signature actually signs.
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3. Therelative position of the signed data object and its signature (e.g. associated, encapsulated,
encapsulating, enveloped, enveloping, detached).

4. Thesignature format (including levels) to be used.

3.1.4 BSP (d): Targeted community

For each signature identified and for each element (data object) to be signed as identified in the concerned
workflow (see BSP(a)):

This component shall be used to identify and describe the community each signed data object(s) (e..
documents) and its (their) signature(s) is (are) addressed to. This component shall identify any specific
community rules in place. These rules could, for instance, state the conditions under which a certain signature
may be relied upon, or include provisions relating to the intended effectiveness of signatures, where multiple
signatures are required. These rules could greatly impact not only the formats of the signatures and their
relationships with the signed documents, but also the specific standards and/or profiles to be used.

3.1.5 BSP (e): Allocation of responsibility of signatures validation and
upgrade

For each signature identified and for each element (data object) to be signed as identified in the concerned
workflow (see BSP(a)):

This component shall be used to describe and specify the alocation of theseSponsibility of validating and/or
upgrading such electronic signatures in particular among the following entities, according to the specificities of
the business process:

1. Party relying on the signature, being either thesigner or any other appropriate relying party.

2. Electronic Signature Validation Trusted Services,yon request “of “either the signer or any other
appropriate relying party.

3. Business processes where countersignatures are generated, could require that counter-signing parties
are required to perform a validation of the signature(s) to be counter-signed before actually
countersigning them, as part of the data flow.

These three types of allocations are not necessarily exclusive, being it possible that some of them coexist within
complex business processes.

Upgrading electronic signatures is a co-lateral process to the validation of electronic signatures, namely the
process by which certain material (e.g. time-stamps, validation data and even archival-related materia) is
incorporated to the electronic signatures for making them more resilient to change or for enlarging their
longevity. This component should, in consequence, also identify requirements for upgrading electronic
signatures as they are validated and progress in the business process data flow.

3.2 BSPs mainly influenced by the legal/regulatory provisions
associated to the concerned application/business process

The following BSPs may not strictly be influenced by legal provisions only but may also be driven by business
considerations inherent to the concerned business process and its expectations with regards to the type of
evidences resulting from the implementation of electronic signatures.

3.2.1 BSP (f): Legal level of the signatures

For each signature identified in the concerned workflow (see BSP(a)):
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This component shall be used to describe and specify the signature legal level required in the context of the
business process and the associated legal requirements. This parameter has an impact on the level of assurance
on the authentication (i.e. the certification of the identification) of the actor generating an electronic signature, on
the class and policy requirements on the TSP providing such level of assurance, on the class of sighature creation
device used by such actors, on the use of a specific trust model for TSP issuing certificates (e.g. trusted lists,
specific trust anchorsin PKI hierarchy, use of certification authority certificate stores).

NOTE: The following levels are identified in accordance with Directive 1999/93/EC [i.18], CD 2009/767/EC
[i.19] and CD 2011/130/EU [i.20]: qualified electronic signatures (QES), advanced electronic signatures
supported by aqualified certificate (AdESqc), and advanced electronic signatures (AdES).

3.2.2 BSP (g): Commitment assumed by the signer

For each signature identified in the concerned workflow (see BSP(a)):

This component shall be used to describe and specify the expected purpose of the signature and hence the
expected meaning and the precise nature of the responsibility assumed by the signer when generating the
concerned signature, i.e. the type of commitment associated to the signature.

The explicit description of such electronic signature commitments may be useful for avoiding potential
ambiguity due to the fact that electronic signatures may not provide equivalent contextual information as in the
paper world leading to uncertainty about the signer’ s intention and relying on the implicit contextual information
may be hazardous.

In particular, there may be a need to be able to distinguish between:
. electronic signaturesintended,for data authentication purposes only

NOTE: It should be noted that the generation of “data in electronic form which are attached to or
logically associated with other electronic data/to ensure the origin and the integrity of the associated
data" are defined as the generation of electronic seals when such data are generated by legal persons as
defined in COM(2012)238final regulation proposal [1.21]. The generation of electronic signature for
which the expression of the intention to sign is limited to ensure the authentication of the data to which
it is associated (signed data object(s)) will serve the same purpose towards natural person signers while
being electronic signatures in essence.

e  dlectronic seals generated by legal persons,
. electronic signatures intended for entity authentication purposes only,
. el ectronic signatures created with the intention to sign the associated data (signed data object(s)):
e  asadraft,
. as an acknowledgement of receipt,
. as an intermediate approval as part of a decision process,
. to indicate authorship or responsibility for a document (signed data),
. to indicate having reviewed a document (signed data),
e tocertify that a document is an authentic copy,
. to indicate witnessing of someone else signature on the same document (signed data)
e  having read, approving and being bound accordingly to the content of the data object that is signed
. etc.

and being bound accordingly to the data object that is signed.
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NOTE: Indication of commitment types may assist in the management and validation of multiple
signatures under a signature policy.

3.2.3 BSP (h): Level of assurance on timing evidences
For each signature identified in the concerned workflow (see BSP(a)):

This component shall be used to describe and specify the requirement on the level of assurance on the required
timing evidences. This component is closely related to the components BSP(a), (j) and (k). It should be
distinguished between claimed assertions with regards to time information, trusted time-stamps provided by trust
service providers issuing time-stamp tokens, the requirements and level of assurance associated respectively to
the time-stamp tokens and the providers, on which type of information the time-stamp tokens are generated (e.g.
time information only, signed data object(s), signature(s), signature(s) and validation data, etc.).

3.2.3 BSP (i): Formalities of signing
For each signature identified in the concerned workflow (see BSP(a)):

This component shall be used to describe and specify the way evidences are built with regards to the expression
of will or intention of the signer to sign and in particular the requirements related to the way the attention of the
signer is drawn to the significance of the commitment he is undertaking by performing the act of signing. This
aimsto ensure asfar asthisis possible, aproper and valid legal signature environment.

In particular this component shall identify and specify:

1. requirement for havingaWA SIWY S environment;
2. requirementsfor providing the actor generating//validating electronic signatures with:

i. proper advice and information on the application's signature process,

ii. proper advice and information on |egal €onsequences,

iii. auser interface guaranteging, to the extent possible, avalid legal signature environment.

3. requirementsfor designing the user interface:

i. guaranteeing the above requirements

ii. allowing and demonstrating clear expression of awill to sign and the user’ s intention to be
bound by the signature;

iii. alowing and demonstrating an informed consent;

iv. ensuring consistence between the use of the appropriate signature creation and verification
data, signature creation device, the data to be signed and the expected scope and purpose
of the signature (or the act of signing)

4. requirements for providing the relying party (including the signatory) with correct procedures for the
validation and the archival of the electronic signature and the validation data.

This may impact the selection of appropriate protection profiles and conformity assessment schemes against
which the signature creation and validation application will be designed and assessed.

3.2.4 BSP (j): Longevity and resilience to change
For each signature identified in the concerned workflow (see BSP(a)):

This component shall be used to describe and specify the expected longevity and resilience to change of the
electronic signature such that it is verifiable after a given period of time, such as short term (transaction lifetime
up to 1 day), medium term (up to the remaining time before expiration of the signing certificate, long term (up
to min_of{6years;, max_of{ guarantee-given-by-T ST+ a«;Weakest-robustness-of-signatures-on-Validation-
Data}}), or very long term (up to min_of{ 10years;guarantee-given-by-the-T ST 5-or-the-successi ve-application-
of-TSTA'S}H).

NOTE: Such requirements will have aimpact on the adequate form of the signature technical format. For
creation of electronic signatures with a preservation need for:

e short term (If no expiredCertRevocationinfo Then Min of{expiration of the
certificate,revocation of certificate, lyear} Else Min_of{revocation of certificate,
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lyear}), the related type of signature "form” is B-Level specified in Baseline Profile for
CAdES, XAdES and PAdES, respectively.

e medium term (up to min_of{3years, max_of{ guarantee-given-by-T ST, o« ;weakest-
robustness-of-signatures-on-Validation-Data} } ), the related type of signature "form” is T-
Level specified in Baseline profiles for CAdES, XAdES and PAdES (and associated
reguirements for time-stamp services);

e Jlong term (up to min of{6years; max_of{ guarantee-given-by-TST1  eq;Weakest-
robustness-of-signatures-on-Validation-Data} } ), the related type of signature "form" is
LT-Level specified in Baseline Profiles for CAdES, XAdES and PAJES (and associated
reguirements for time-stamp services);

e very long term (up to min_of{ 10years,guarantee-given-by-the-T ST 5-or-the-successive-
application-of-TSTA's}), the related type of signature "form” is LTA-Level specified in
Baseline Profiles for CAJES, XAdES and PAdES (and associated requirements for time-
stamp services);

The key length is determined by the TSP having issued the signing certificate; however BSP(p)
recommendations shall be followed according to the expected term of validity of the signature.

3.2.5 BSP (Kk): Archival

For each signature identified in the concerned workflow (see BSP(a)):

This component shall be used to describe and specify archival requirements.

3.3 BSPs mainly related to the actors involved in
creating/validating electronicfsignatures

3.3.1 BSP (I):/Identity (and roles/attributes) of the signers

For each signature identified in the concerned workflow (see BSP(a)):
This component shall be used to describe and specify requirements on:
1. theidentification of the proposed signers,
2. theassociated signer identification rules,
3. if any, therules applicable to the roles and/or attributes of the signers, as well as
4. if any the associated proof of authority.

This component shall, in conseguence, identify and describe what are the necessary elements to ensure that a
signature is that of a specified individual (i.e. whether a physical or legal person, a business or transactional
functional entity, a machine, an application or server, etc.), i.e. what is the required identification element
(identity attributes) for each type of signer. For instance where a contract names an individual as a party to be
bound by its terms, what is required as signer identification elements; names, date of birth, unique identification
number, etc.

In some business scenarios, the role or attributes of a signer are at least as important as his identity. In this sub-
component, when applicable, “signer role” does not refer to the “signing” role played by the signer in the
electronic signature supported business process (e.g. primary signature, countersignature) but relates to roles
such as “officia representative of a legal person” or “sales director”, which may be claimed or certified, but
which implies some attribute(s) associated with the signer. This subcomponent, when present, should describe
the set of attributes, authorities and responsibilities which are associated with each signatory, his access rights, or
authority to sign, to act on behalf of the organization he purports to represent, etc.

This "associated proof of authority” sub-component, when present, should state the type of proof of authority to
sign which is acceptable. Where the parties have aready established communications, and there is ostensible
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authority to enter into the proposed transaction, an identity certificate may be considered sufficient. In some
cases, additional proof may be appropriate, an attribute certificate, or certified attribute information from a
reliable source. This may include proof that an employee or representative is authorized to enter into transactions
over a specified value. This clause may also include a statement about whether authority to sign may be
delegated. Where the document or transaction is to be notarized, this clause may be superfluous.

3.3.2 BSP (m): Level of assurance required for the authentication of the
signer

For each signature identified in the concerned workflow (see BSP(a)):

This component shall be used to describe and specify the level of assurance required for the authentication of the
signer, in particular what are the expectations in terms of trust on the signatory identification (e.g. quality level
of certificate). For instance, certificates may be required to be qualified certificates and/or issued by an
accredited, supervised, certified, or audited certification authority, or be issued according to a specific Certificate
Policy, etc.

3.3.3 BSP (n): Signature Creation Devices
For each signature identified in the concerned workflow (see BSP(a)):

This component shall be used to describe and specify reguirements on the signature creation devices that will be

used for generating the signatures within the business process, in order to ensure their fulfilme

3.4 Other B

3.4.1 BSP (0) to d h ure
For each signature id er flow (see BSP(a)):

This component shall be used to describe and specify, when applicable, any other information to be associated
with the signature, such as: signature policy reference, geographic location at which the signature takes place, the
time of signing, content time-stamp, content related information, signer claimed or certified attributes, etc.

This may have an impact on the use of additional signature attributes that will be added to the DTBS when
creating the signature and hence an impact on the implementation of the selected signature format.

3.4.2 BSP (p): Cryptographic suites

For each signature identified in the concerned workflow (see BSP(a)):

This component shall be used to describe and specify requirements on the robustness of cryptographic suites
used to generate or upgrade electronic signatures. It is recommended to use the following table to express such
reguirements:
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Quality Expected resistance XIC/PAJES Entry name of signature suite Min. key size
Level
Baseline Level
Low Level | If no B-Level . sha256-with-rsa . [1024]
expiredCertRevocationinfo

RSASSA-PSS with mgf1SHA224Identifier 1536
Then Min_of{expiration of
the certificate,revocation of RSASSA-PSS with mgf1SHA256Identifier

certificate, lyear}

. sha224-with-ecdsa . 224
Else Min_of{revocation of
certificate, 1year} sha256-with-ecdsa 256
Medium Up to min_of{3years; T-Level
Level max_of{guarantee-given- . 2048
by-TST+. evel; Weakest-
robustness-of-signatures-
on-Validation-Data) e sha256-with-rsa
L]
RSASSA-PSS with mgf1SHA224ldentifier 224
256
Standard | Up to min_of{6years; LT-Level RSASSA-PSS with mgf1SHA256Identifier
Level max_of{guarantee-given- .
by—TgTSeveH Weakgst_ e  sha224-with-ecdsa 2048
robustness-of-signatures- .
on-Validation-Data) sha256-with-ecdsa
. 224
256
Strongest | Up to min_of{10 years; LTA-Level . RSASSA-PSS with mgf1SHA256Identifier . 3072
level guarantee-given-by-the-
TSTa-or-the successive- sha256-with-ecdsa 256

application-of-TST,'s}

NOTE: Thistableis

3.4.3 BSP (q): Technological environment

This component should identify the type of technology in which the data objects to be signed and the signatures
are managed as this may have an impact on the signature format to be used. In particular it should identify
whether it isrequired (or even could be required in the future) allowing the generation and/or validation of
certain signatures applied to certain document to be done not only in classical environments but also within
mobile environments. In case this latter requirement exists, this component should clearly identify which type(s)
of document(s) and which signatures within them, need to also be managed within mobile environments. Thisis
extremely relevant, as the mobility aspect may require to make use of specific services for supporting these
tasks, and in consequence, to use specific sets of standards.

4. Requirements / statements on technical mechanisms
and standards implementation

4.1 Technical counterparts of BSPs - Statement summary

For each signature identified in the concerned workflow (as defined in section 3.1.1 - BSP(a)), this component
shall summarise the requirements related to the BSPs specified in the previous components, and specify the
counterpart statements or requirements on the technical mechanisms and standards to be implemented by
signature creation/validation applications conformant to the signature policy.

In particular it shall specify the selected signature format(s) (e.g. XAdES, CAdES, PAdES and/or their baseline
profile) including details on the format of the signed data object(s), the relative placement of the signature and
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the signed data object(s) (e.g. enveloped, enveloping, detached), the relevance of use of a container to package
the signature(s) together with signed data object(s) (e.g. ASIiC and or its baseline profile), the specific attributes
(signed or unsigned) of the signature, and the form level of selected signature format.

This component should make use of the following signature policy disclosure statement sheet, one sheet being
produced per each signature identified in the concerned workflow. One single sheet may however be used when
the same set of requirements/statements are applicable to a group of signatures.

Identifier of the concerned SIgNAtUr € POLICY © ...oecviieiiriiirieereeee e
Identifier of the concerned signature(s) in the concerned signature Workflow: .........ccccvvvvvievecvce e,

BSP | BSP title Business statement summary Technical statement counter part

(@) | Workflow (sequencing
& timing)

(b) | DOTBS

(c) DOTBS vs Signature

(d) | Targeted community

() | Validation & upgrade
responsibility

® Legal level

() | Commitment type

(h) | LoA ontiming

(i) Formalities of

@) Longevity &

(k) | Archival

() Identity of sig

(m) | LoA onsigners
authentication

(n) | Signature Creation
Devices

(o) | Signature attributes

(p) | Cryptographic suites

(g) | Technological
environment

Summary of the selected signature format(s) (e.g. XAdES, CAdES, PAJES and/or their baseline profile)
including details on the format of the signed data object(s), the relative placement of the signature and the
signed data object(s) (e.g. enveloped, enveloping, detached), the relevance of use of a container to package the
signature(s) together with signed data object(s) (e.g. ASiC and or its baseline profile), the specific attributes
(signed or unsigned) of the signature, and the form level of selected signature format:
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4.2 Constraints for signature creation and validation procedures

This component shall specify the requirements, derived from the BSPs applicable to each signature covered in the policy, on the input/output of the signature creation
procedure, the signature upgrade (extension) procedure and/or the signature validation procedure respectively. To this respect, this component should make use of the
following sheetsin particular when implementing the standard ETSI EN 319 102 ("Procedures for signature creation and validation”) [i.7].

4.2.1 Input constraints to be used when generating, validating or upgrading electronic signatures in the context
of the identified signature policy

Editorial note: Part of those constraints are identified in Annex A of ETSI EN 319 102 [i.7]. Definition, specification and of use of these constraintsin [1.7] and in the
present document will still require some fine-tuning and alignment.

The table below aims to facilitate deriving respectively signature creation constraints, signature validation constraints and signature upgrading constraints from applicable
BSPs statements when considering the set of rules applicable to one or more signatures of the same type to which the same set of rules apply. These set of constraints and
their values will then condition the respective creation, validation and upgrading procedures implemented at the Signature Creation Application (SCA) level or Signature

Validation Application (SVA) level, and/or even at the Driving Application level.

Identifier of the concerned SIgNatur € POLICY : ....o.ovveeiuiiiiiiieie et s b e e
Identifier of the concer ned signature(s) in the concer ned signature wWor KfFlow: ........ccccoveenneeccencccneeen

BSP | BSPtitle Business Technical Constraint(s) Creation [yes/no]. SCA [yes/no]. Value
Statement | Statement validation [yesina]. | SVA [yes/no].
summary counter part )
Upgrading [yes/no] | DA [yes/no]
(@ | Workflow (a)1. OrderlnSequence: any.any.any any.any.yes
(Sequencing & This constraints indicate requirements.on the sequencing
timing) order.of the applicable signature in the workflow.

This may be expressed as"n" out of "m", where"m" isthe
number of signature (types) considered in the workflow, and
last position in the sequence.

(a)2. SequencingNature: any.any.any any.any.yes

This constraints indicate the characteristic of the signature
with regards to sequencing. A possible syntax/semantic for a
set of requirement values used to express such requirementsis

ETSI




EN 119 172-1 V0.0.4 (2013-11;

BSP

BSP title

Business
statement
summary

Technical
statement
counterpart

Constraint(s)

Creation [yes/no].

Validation [yes/no].

Upgrading [yes/no]

SCA [yes/na].
SVA [yes/na].

DA [yes/no]

Value

defined as follows:

(8)2.1 Mandated-independent [Editorial note: or paralel]:
independent signatures are defined as signatures applied to
exactly the same data object(s). This constraint indicates that
the signature is mandated to be an independent signature.

(@)2.2 Mandated-serial: serial signatures are defined as
signatures applied to different data object(s) and serialised.
This congtraint indicates that the signature is mandated to be a
serial signature.

(8)2.3 MandatedUnsignedQProperties-counter-signature:
counter-signatures are defined as signatures successively
applied to the same original data object(s) and to the set of
previous signatures. This constraint indicates that the
corresponding unsigned qualifying property is mandated to be
present in the signature.

Editorial note: thereis so far no unsigned qualifying

property to expressthe fact that a signature isa serial or
independent signature.

(8)3. TimingRele

ICing: This constraints
ming with regardsto the

5 ble syntax/semantic for a
press such requirementsis

éfore a céﬁai n deadline (date)
o within a certain timeframe (not before /not after)
o elapsed time against max.duration (<, <, =, >, >)

(a)3.2 TimingRelevanceOnEvidence: This constraint
indicates the required timing evidence under the form of
signed or unsigned qualifying properties that are mandated to
be present in the signature. Thisincludes:

any.any.any

any.any.any

any.any.yes

any.any.any
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BSP | BSPtitle Business Technical Constraint(s) Creation [yes/no]. SCA [yes/na]. Value
Statement | statement Validation [yes/na]. | SVA [yes/na].
summary counterpart

Upgrading [yes/no] | DA [yes/no]

o (a)3.2.1 MandatedSignedQProperties-signing-time
to require from the signer a signed claimed time
indication on when the signature has been generated.

o (a)3.2.2 MandatedSignedQPr operties-content-time-
stamp to require a content-time-stamp being signed by
the signer as part of the signed qualifying properties.

o (a)3.2.3 MandatedUnsignedQPr operties-signature-
time-stamp (e.g. AAES-T, AJES T-level) to require a
time-stamp on the signature

o (a)3.2.4 MandatedUnsignedQPr operties-ar chival-
form (e.g. AAES-A, AdES LTA-level) to require an
archival time-stamp

(a)4. MassSigningAcceptable (yes/no): This constraints any.any.any any.any.any
indicate whether mass signing is acceptable with regardsto
the concerned type of signature.

This may be expressed as a boolean.

(b) | DOTBS (b)1. ConstraintOnNatureAndFor matOf TheContent any.any.any any.any.yes
indicate requirements on the nature
: esigned by the signer

any.any.any any.any.any

is set of constraints indicate the required content related
information elements under the form of signed or unsigned
qualifying properties that are mandated to be present in the
signature. Thisincludes:

(b)2.1 MandatedSignedQPr oper ties-DataObj etFor mat to
require a specific format for the content being signed by the
signer.

(b)2.2 MandatedSignedQPr oper ties-content-hintsto
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BSP

BSP title

Business
statement
summary

Technical
statement
counterpart

Constraint(s)

Creation [yes/no].

Validation [yes/no].

Upgrading [yes/no]

SCA [yes/na].
SVA [yes/na].

DA [yes/no]

Value

require specific information that describes the innermost
signed content of a multi-layer message where one content is
encapsulated in anotherfor the content being signed by the
signer.

(b)2.3 MandatedSignedQPr operties-content-r eference to
require {incorporation of information on the way to link
reguest and reply messages in an exchange between two
parties, the way such link has to be done, etc.}.

(b)2.4 MandatedSignedQPr oper ties-content-identifier to
require {the presence, a specific value for} anidentifier that
may be used later on in the signed qualifying property
"content-reference” attribute.

(©

Relationship
between DO
and Signature

(b)3. DOTBSAsAWholeOrInParts: This constraints indicate
whether the whole data object or only certain part(s) have to
be signed. A possible syntax/semantic for a set of requirement
values used to express such requirements is defined as
follows:

o whole: the whole data object has to be signed;
c s)of the data object have to

any.any.any

any.any.any

data objects (e.g. through the implementation of
s gnature on several document references consisting in hashes
of the referenced documents) or on the contrary its
prohibition. A possible syntax/semantic for a set of
requirement val ues used to express such requirementsis
defined as follows:

(c)1.1 mandatedBulk Signing;
(c)1.2 prohibitedBulkSigning.

any.any.any

any.any.yes
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BSP

BSP title

Business
statement
summary

Technical
statement
counterpart

Constraint(s)

Creation [yes/no].

Validation [yes/no].

Upgrading [yes/no]

SCA [yes/na].
SVA [yes/na].

DA [yes/no]

Value

(c)2. ConstraintsOnTheNumber OfDOTBS: This
constraints indicate the requirement on the number of data
objects that one signature actually may sign. A possible
syntax/semantic for a set of requirement values used to
express such requirements is defined as follows:

minvValue{<, <, =} x{=,>, >} maxVaue

any.any.any

any.any.yes

(c)3. Signatur eRelativePosition: This constraints indicates
the requirement with regards to the relative position of the
signed data object(s) and the signature. A possible
syntax/semantic for a set of requirement values used to
express such requirements is defined as follows:

associated,;
encapsulated;
enveloped;
enveloping;
detached.

0O O O O O

any.any.any

any.any.any

(c)4. MandatedSignatureFormat: This constraint indicates
the requi | le syntax/semantic for
et 0 ess such requirements

*  PAdES

o leve: (note: values here below clearly distinguish
between core or baseline specifications of the

selected format
= BES
= EPES;

any.any.any

any.any.any
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BSP | BSPtitle Business Technical Constraint(s) Creation [yes/no]. SCA [yes/na]. Value
Statement | statement Validation [yes/na]. | SVA [yes/na].
summary counter part )

Upgrading [yes/no] | DA [yes/no]
] T,
= T-leve;
] C’
= {X1X2Z};
= X-L;
= LT-level;
[ A’
= LTA-level
= LTV.

(d) | Targeted (d)1. TargetedCommunityConstraints any.any.any no.no.yes

community

(e) | Allocation of (e)1. ValidationRequiredBeforeUpgrading: Thisconstraint | no.any.any no.any.any

responsibility for indicates whether validation is required before upgrading a
validation & signature to a upper level. This can be expressed as a boolean
upgrade (1=true; O=fase).
(e)2. UpgradeToL evel: ThIS congtraint indicates the level of | no.any.any no.any.any

the S gnature form

r upgrading a (received)
or a set of requirement
tsisdefined as

v clearly distinguish

{ine specifications of the
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BSP | BSPtitle Business Technical Constraint(s) Creation [yes/no]. SCA [yes/no]. Value
Statement | Statement Validation [yesino]. | SVA [yes/ino].
summary counterpart )

Upgrading [yes/no] | DA [yes/no]
w {X1,X2};
= X-L;
= LT-level;
A
= LTA-level
= LTV.
® Legal level (f)1. ConstraintsOnCertificateM etadata: This set of any.any.any any.any.any

constraints indicate requirements on specific certificate
metadata (see Annex B for further details on certificate
metadata). A possible syntax/semantic for a set of requirement
values used to express such requirements is defined as
follows:

(AH1.1. QualifiedCertificateRequired: This constraint
indicates that the signer's certificate used in validating the
signature is required to be a qualified certificate as defined
in the applicable EU legidation. This can be expressed as
aboolean (1=true; O=fal se)

(f)1 2. SSCDR straint indicates that the
blic key in the signer's

nature is required to

PersonSigner Requwed This constraint
mdu:atesthat the subject entity identified in the signer's
certificate used in validating the signature is required to be
alegal person. This can be expressed as a boolean (1=true;
O=false).

(f)1.4. L egal Per sonSigner Allowed: This constraint
indicates that the subject entity identified in the signer's
certificate used in validating the signature is allowed to be
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BSP | BSPtitle Business Technical Constraint(s) Creation [yes/no]. SCA [yes/na]. Value
Statement | statement Validation [yes/na]. | SVA [yes/na].
summary counterpart

Upgrading [yes/no] | DA [yes/no]

alegal person. This can be expressed as a boolean (1=true;
O=false).

(f)1.5. AdESRequired: This constraint indicates that the
signature is required to be an advanced electronic
signature as defined in the applicable EU legislation. This
can be expressed as a boolean (1=true; O=false).

It is possible to combine the use of the above set of
constraints to require the signature to be an Advanced
Electronic Signature (AdES), an Advanced Electronic
Signature supported by a qualified certificate (AJESyc), or a
Qualified Electronic Signature (QES).

() | Commitment type (g9)1. CommitmentTypesRequired: This set of constraints any.any.no any.any.any
indicate the required (possible) values for the commitment to
be expressed by the signer and whether this expressionis
required to be part of the signed qualifying properties. A
possible syntax/semantic for a set of requirement values used
to express such requirementsis defined as follows:

(91.1. M andatengnedQPropertles-commltment-
typelndlcatlon indicates whether the

he signer isrequired to
roperties. This can be
=false).

peValues: This
ssibl e) values for the

wntax/semantl c for aset of requirement values used to
express such requirements is defined as follows:

= MatchingValuesl ndicator: An indication on the
way the commitment type value(s) in the
signature must be matched against the required
(possible) commitment type values. This
matching values indicator that can have the
following values:
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BSP

BSP title

Business
statement
summary

Technical
statement
counterpart

Constraint(s)

Creation [yes/no].

Validation [yes/no].

Upgrading [yes/no]

SCA [yes/na].
SVA [yes/na].

DA [yes/no]

Value

"all" if al of the values shall be met;

"atLeastOne" if at least one of the values
shall be met; or

o "none" if dl the values shall not be met

= CommitmentTypeValues. A hon-empty
sequence of commitment type values amongst the
following:

o Proof-of-origin indicates that the signer
recognizes to have created, approved,
and sent the message.

o Proof-of-receipt indicates that signer
recognizes to have received the content
of the message.

o Proof-of-delivery indicates that the
TSP providing that indication has
delivered amessagein alocal store
accessible to the recipient of the

indicates that the entity
dication has sent the
necessarily created it).
oval indicates that the
pproved the content of the

i m\muuuw

Proof-of-cr eation indicates that the
signer has created the message (but not
necessarily approved, nor sent it).

(h)

LoA ontiming
evidences

(h)1. LoAONnTimingEvidences: This set of constraints
indicate the required level of assurance (LoA) on the required
timing evidence(s). A possible syntax/semantic for a set of
reguirement values used to express such requirementsis

any.any.any

any.any.no
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BSP

BSP title

Business
statement
summary

Technical
statement
counterpart

Constraint(s)

Creation [yes/no].

Validation [yes/no].

Upgrading [yes/no]

SCA [yes/na].
SVA [yes/na].

DA [yes/no]

Value

defined as follows:

(9)1.1. LoA-on-signing-time: This constraint indicates the
required LoA on the signing time expressed in the
corresponding signed qualifying property.

(9)1.2. LoA-on-content-time-stamp: This constraint
indicates the required LoA on the content time-stamp
expressed in the corresponding signed qualifying property.

(9)1.3. LoA-on-signatur e-time-stamp: This constraint
indicates the required LoA on the signature time-stamp
expressed in the corresponding un-signed qualifying
property.

(g9)1.4. LoA-on-ar chival-time-stamp: This constraint
indicates the required LoA on the archival time-stamp
expressed in the corresponding un-signed qualifying
property.

(9)1.5. LoA-on-time-in-OCSP-response: This constraint
indicates the required LoA on the time expressed in the
OCSP response used to support validation of the signer's
certificate.

tsare{1,2,3,4,Q}. Four levels are defined as
levels of assurance (i.e. 1: LoA-1, low or no assurance; 2:
LoA-2, medium assurance; 3: LoA-3, high assurance; 4
LoA-4, very high level of assurance; Q: LoA-Q, qualified
level of assurance}. LOA-Q is not expected to be
interpreted asa 5™ LoA denoting a higher level of
assurance than LoA-4 but rather to be associated to one of
the four other levels and bear some legal constraints as
defined in the applicable EU legislation.
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BSP

BSP title

Business
statement
summary

Technical
statement
counterpart

Constraint(s)

Creation [yes/no].

Validation [yes/no].

Upgrading [yes/no]

SCA [yes/na].
SVA [yes/na].

DA [yes/no]

Value

0]

Formalities of
signing

)

Longevity &
resilience

(i)1. WY SIWY SRequired: This constraint indicates the
requirement for having a"what you see is what you sign"
environment. This can be expressed as a boolean (1=true;
O=false).

any.no.any

any.any.yes

(2. WY SIWHBSRequired: This constraint indicates the
requirement for having a"what you see is what has been
signed" environment. This can be expressed as a boolean
(1=true; O=fase).

no.any.any

any.any.yes

(i)3. Proper AdviceAndI nfor mationRequired: This
constraint indicates whether it is required providing the user
(signer or verifier) with proper advice and information on the
application's signature process and on the legal consequences,
aswell as auser interface guaranteeing, to the extent possible,
avalid legal signature environment. This can be expressed as
aboolean (1=true; O=false).

any.any.any

any.any.yes

(i)4. UserInterfaceDesignConstraints: This constraint

indicates whether it is required designing the user interface to
guarantee requirements expressed in section 3.2.3.(3) - BSP(i)
as described in clause the present document. This can be

).

any.any.any

any.any.yes

alProcedures. This

uired for providing the

) with correct procedures
e electronic signature
ation data. This can be expressed as a
0olean (1=true; O=false).

no.any.no

any.any.yes

(i)1. LoAOnLongevityAndResilience: This constraint
indicates the required LoA on the longevity and resilience to
change expected to apply to the evidence provided by the
signature. The possible values used to express such a
requirement are {1,2,3,4,Q} . Four levels are defined as levels
of assurance (i.e. 1: LoA-1, low or no assurance; 2: LoA-2,
medium assurance; 3: LoA-3, high assurance; 4: LoA-4, very

any.any.any

any.any.any
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BSP | BSPtitle Business Technical Constraint(s) Creation [yes/no]. SCA [yes/na]. Value
Statement | statement Validation [yes/na]. | SVA [yes/na].
summary counter part )

Upgrading [yes/no] | DA [yes/no]
high level of assurance; Q: LoA-Q, qualified level of
assurance} . LoA-Q is not expected to be interpreted asa 5™
LoA denoting a higher level of assurance than LoA-4 but
rather to be associated to one of the four other levels and bear
some legal constraints as defined in the applicable EU
legislation.
(k) | Archiva (k)1. ArchivalConstraints: This constraint indicates the any.any.any any.any.yes

requirements with regards to the archival of the signature and
the associated validation data.

(N

I dentity and role
attributes of the
signer

(N1. CongtraintsOnCertificateM etadata-
L egalPer sonSigner Required: see (f)1.3

(2. ConstraintsOnCertificateM etadata-
L egalPer sonSigner Allowed: see (f)1.4

(N3. MandatedSignedQPr operties-signer -attributes: This
constraint indicates whether the signed qualifying property
signer-attribute is required and the associated constraints on
the required attributes. This can be expressed as a tuple made
of aboolean (1=true;0=false) associated with a sequence of
identifiers expressi 1 the required attributes of
the signer. Such attributes or roles can

=

dated
tified
type of roled/attributes
= constraints on the values of roles/attributes

(D4. NameConstraints: These constraints indicate
requirements on the distinguished names (DN) for issued
certificates (e.g. to signer, CAs, OCSP responders, CRL
Issuers, Time-Stamping Units) as defined in RFC 5280 [i.24].

(N5. ProofOf AuthorityConstraints: This constraint indicates
whether a proof of authority is required and what are the
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BSP | BSPtitle Business Technical Constraint(s) Creation [yes/no]. SCA [yes/na]. Value
Statement | statement Validation [yes/na]. | SVA [yes/na].
summary counter part )
Upgrading [yes/no] | DA [yes/no]
associated requirements when required. This can be expressed
as a boolean together with alist of qualifiers when boolean is
Set.
(m) | LoA onsigner (m)1. X509CertificateValidationConstraints: This set of no.yes.any no.yes.no
authentication constraints indicate requirements for use in the certificate path

validation process as defined in RFC 5280 [i.24]. These
constraints may be different for different certificate types (e.g.
certificates issued to signer, to CAs, to OCSP responders, to
CRL Issuers, to Time-Stamping Units). A possible
syntax/semantic for a set of requirement values used to
express such requirements is defined as follows:

e (m)l.1. SetOfTrustAnchors: This constraint indicates a
set of acceptable trust anchors (TAS) as a constraint for
the validation process. Such TAs are recommended to be
provided in the form of (self-signed) certificatesand a
time until when these trust anchors were considered
reliable. The set of TAs may be provided under the form
of :

— Trust points specified in signature validation

resented by their root

asdefined in [i.9]

defined in [i.10],

LOTL and EU MS Trusted Lists as
defined in [i.19];

e (m)1.2. CertificationPath: This constraint indicates a
certification path of length 'n' from the trust anchor (TA)
down to the certificate used in validating a signed object
(e.0. the signer's certificate or atime stamping
certificate). The given certification path has to be used by
the SVA for validation of the signature. This can be
provided directly or by considering the path provided in
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BSP

BSP title

Business
statement
summary

Technical
statement
counterpart

Constraint(s)

Creation [yes/no].

Validation [yes/no].

Upgrading [yes/no]

SCA [yes/na].
SVA [yes/na].

DA [yes/no]

Value

the signature if any.

(m)1.3. user-initial-policy-set: This constraint indicates
"a set of certificate policy identifiers naming the policies
that are acceptable to the DA. The user-initial-policy-set
contains the special value any-policy when not concerned
about certificate policy" [i.24].

(m)1.4. initial-policy-mapping-inhibit: This constraint
indicates "if policy mapping is allowed in the certification
path" [i.24].

(m)1.5. initial-explicit-policy: This constraint indicates
"if the path must be valid for at least one of the certificate
policiesin the user-initial-policy-set" [i.24].

(m)1.6. initial-any-policy-inhibit: This constraint
indicates "whether the anyPolicy OID should be
processed if it isincluded in a certificate” [i.24].

(m)1.7. initial-per mitted-subtrees: This constraint
indicates "for each name type (e.g. X.500 distinguished
names, email addresses, or 1P addresses) a set of
subtrees within which all subject namesin every
certificate in the certification path MUST fall” [i.24].

(m)1.8. initi ; This constraint

indi .0. X.500 distinguished

dresses) a set of

namein any certificate

s on the number of CA certificatesin a
certification path [i.24]. This may need to define initial
valuesfor this or to handle such constraint differently
(e.g. ignoreit).

(m)1.10. policy-constraints: This constraint indicates
requirements for certificate policies referenced in the
certificates [i.24]. This may need to define initial values
for this or to handle such constraint differently (e.g.
ignore it). This should also allows the ability to require a
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BSP

BSP title

Business
statement
summary

Technical
statement
counterpart

Constraint(s)

Creation [yes/no].
Validation [yes/no].
Upgrading [yes/no]

SCA [yes/na].
SVA [yes/na].

DA [yes/no]

Value

(possible set of ) specific certificate policy extension
value(s) in end-entity certificates (without requiring such
values appearing in certificate of authoritiesin the
certification path). The valuesto be considered in a

al/atL eastOne/none mode are the QCP, QCP+, NCP,
NCP+, LCP policies as defined in [i.27] and [i.28], other
policiesidentified by an OID.

(m)2. RevocationConstraints: This set of constraintsindicate
regquirements for use when verifying the certificate validity
status of the certificates during the certificate path validation
process [i.24]. These constraints may be different for different
certificate types (e.g. certificates issued to signer, to CAs, to
OCSP responders, to CRL Issuers, to Time-Stamping Units).
A possible syntax/semantic for a set of requirement values
used to express such requirements is defined as follows:

e (m)2.1. RevocationCheckingConstraints: This
constraint indicates requirements for checking certificate
revocation. Such constraints may specify if revocation
checking isrequired or not and if OCSP responses or

CRLs have to be used A possibl e syntax/semantic for a

bothCheck Both OCSP and CRL checks shall be
carried out;
— eitherCheck: Either OCSP or CRL checks shall be
carried out;
— noCheck: No check is mandated.

e (m)2.2. RevocationFreshnessConstraints. This
constraint indicates time reguirements on revocation

no.yes.any

no.yes.no
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BSP | BSPtitle Business Technical Constraint(s) Creation [yes/no]. SCA [yes/na]. Value
Statement | statement Validation [yes/na]. | SVA [yes/na].
summary counter part )

Upgrading [yes/no] | DA [yes/no]
information. The constraints may indicate the maximum
accepted difference between the issuance date of the
revocation status information of a certificate and the time
of validation (see clause 4.5 of [i.7]) or require the SVA
to only accept revocation information issued a certain
time after the signature has been created.
e (m)2.3. Revocationl nfoOnExpiredCerts: This constraint
mandates the signer's certificate used in validating the
signature to be issued by a certification authority that
keeps revocation notices for revoked certificates even
after they have expired for a period exceeding a given
lower bound.
(m)3. LoAONT SPPractices: This constraint indicates the any.yes.any any.yes.no
required LoA on the practices implemented by the TSP
having issued the certificates validated during the certificate
path validation process [i.24]. The possible values used to
express such arequirement are { 1,2,3,4,Q} . Four levels are
defined as levels of assurance (i.e. 1: LoA-1, low or no
assurance; 2: LoA-2, medium assurance; 3: LoA-3, high
assurance; 4: LoA-4, ver hlgh level of assurance; Q: LoA-Q,
J.is not expected to be
gher level of assurance
ed to one of the four other
s as defined in the
(n) | SignatureCre congtraint indicates the required LoA | any.any.any any.any.any
Devices on the Signature Creatlon Device in which resides the private

key corresponding to the certificates validated during the
certificate path validation process [i.24]. The possible values
used to express such arequirement are { 1,2,3,4,Q/SSCD} .
Four levels are defined as levels of assurance (i.e. 1: LoA-1,
low or no assurance; 2: LoA-2, medium assurance; 3: LoA-3,
high assurance; 4: LoA-4, very high level of assurance;
Q/SSCD: LoA-Q/SSCD, qualified level of assurance}. LoA-
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BSP

BSP title

Business
statement
summary

Technical
statement
counterpart

Constraint(s)

Creation [yes/no].

Validation [yes/no].

Upgrading [yes/no]

SCA [yes/na].
SVA [yes/na].

DA [yes/no]

Value

Q/SSCD is not expected to be interpreted asa 5™ LoA
denoting a higher level of assurance than LoA-4 but rather to
be associated to one of the four other levels and bear some
legal constraints as defined in the applicable EU legidation.

(0)

Other information
to be associated
with signatures

(0)1. MandatedSignedQProperties-signer-location: This
constraint indicate that the signer location is required to be
expressed as a signed qualifying property and may
additionally expressed constraints on the value.

any.any.any

any.any.any

(0)2. MandatedUnsignedQPr operties-signatur e-policy-
extension: This constraint indicate that the signature policy
extension isrequired as an unsigned qualifying property and
may additionally expressed constraints on the values.

any.any.any

any.any.any

(0)3. MandatedUnsignedQPr operties-signatur e-policy-
inclusion-in-ar chival-form: This constraint indicate that the
requirement to include the signature policy as part of the
corresponding unsigned qualifying property.

any.any.any

any.any.any

(P)

Cryptographic
suites

(p)1. Cryptographic-constraints

(p)1. CryptographicSuitesConstraints: This constraint

indicates requirements on algorithms and parameters used

when creating sign

objects included
i ti

responses, time-stamps).
by alist of entriesasin

any.any.any

any.any.any

Tp—
Type of signature

Algorithm
identifiers

Minimum signature
key size

Minimum length of
hash value

Expiration date
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Signature to be
validated

Signer's certificate

CA certificate in a
valid chain

Time-Stamp Token

OCSP response

CRLs

(aq) | Technological
environment

(9)1. TechnologicalEnvironmentConstraints: This contraint
indicates the requirements on the technological environment
in which signatures are processed.

any.any.any

any.any.any

Summary of the selected signature format(s) (e.g.
XAdES, CAdES, PAJES and/or their baseline profile)
including details on the format of the signed data
object(s), the relative placement of the signature and the
signed data object(s) (e.g. enveloped, enveloping,
detached), the relevance of use of a container to package
the signature(s) together with signed data object(s) (e.g.
ASIC and or its baseline profile), the specific attributes
(signed or unsigned) of the signature, and the form level
of selected signature format:
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4.2.2 Output constraints to be used when validating electronic signatures in the context of the identified
signature policy

Constraints to be used as output for validating electronic signatures in the context of the identified signature policy

Identifier of theconcerned SIgNAtUrE POLICY & .oovvviieeeeieereee e
Identifier of the concerned signature(s) in the concerned signature worKflow: ...

A. ... title ...

General constraints Signature policy values

Editorial note: Specifications work is to be continued once concepts provided in TR 119 100, TS 119 101, EN 319 102 and in the present document are validated.

4.2.4 Output constraints to be used for generating/upgrading electronic signatures in the context of the identified
signature policy

Constraints to be used as input for generating/upgrading electronic signatures in the context of the identified signature policy

Identifier of the concerned signature policy : ....cceeereeeecerenceeie s

“:-_— Signature policy values

Editorial note: Specifications work isto be continued. It should be linked to the specification work to be done in EN 319 102.
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5. Other business and legal matters

This component may be used to provide any other element that would not fit in the previous sections while being
of importance for the specifications and policy description of eSignature use in the considered business process
scenario.

This component shall describe and specify general business and legal matters not covered yet by the previous
sections of the present document, such as:

a.  Consent to accept eSignatures. Indication whether the parties’ consent to accept electronic signatureis
actua or deemed. E.g. consent may be required by the laws of some jurisdictions, and may be revoked
on notice to the other party.

b. Audience conditions: Indication of the conditions under which a signature may be relied upon. E.g. the

signature is only valid in a specified jurisdiction, or where laws exist which recognize the legal vaidity

of signatures created under conditions as specified in the policy, etc.

Applicable fees

Financial Responsibility

Confidentiality of Business Information

Privacy of Personal Information

Intellectual Property Rights

Representations and Warranties

Disclaimers of Warranties

Limitations of Liability

Indemnities

Term and Tesmineation

Individual ngtices and communi cations with participants

Amendments

Dispute Resolution Procedures

Governing Law

Compliance with Applicable L aw

Miscellaneous Provisions (e.g. entire agreement, assignment, severability, enforcement, force majeure)

Other Provisions

WS LeTOIITARTITSQTOR0

6. Compliance Audit and Other Assessments

This component shall describe and specify the following:

e The list of topics covered by the assessment and/or the assessment methodology used to perform the
assessment;
e Freguency of compliance audit or other assessment:

o for each subordinate Signature Policy that must be assessed pursuant to a Signature Policy, or the
circumstances that will trigger such an assessment;
o for each Application that must be assessed pursuant to the Signature Policy or a compliant
(subordinate) Signature Policy, or the circumstances that will trigger such an assessment.
Possibilities include an annual audit, pre-operational assessment as a condition of allowing an entity to be
operational, or investigation following a possible or actual compromise of security.

e Theidentity and/or qualifications of the personnel performing the audit or other assessment.

e The relationship between the assessor and the entity being assessed, including the degree of independence of
the assessor.

e Actions taken as a result of deficiencies found during the assessment; examples include a temporary
suspension of operations until deficiencies are corrected, changes in personnel, triggering special
investigations or more frequent subsequent compliance assessments, and claims for damages against the
assessed entity.

e Who is entitled to see results of an assessment (e.g., assessed entity, other participants, the general public),
who provides them (e.g., the assessor or the assessed entity), and how they are communicated.
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6 European Signature Validation Policy for AESqc and
QES against EU MS Trusted Lists

This section provides a standardised signature validation policy, the so-called "European Signature Validation Policy
for ADESQC and QES against EU Member States Trusted Lists', aiming to describe the requirements imposed on the
actors with respect to the application of electronic signatures to documents and data in order for these signatures to be
considered as valid (technical) AdES, AdES supported by a Qualified Certificate (AJESQC) or Qualified electronic
Signature (QES), with al certificates and their related chains supporting the signatures are validated against the EU
Member State Trusted Lists (thisincludes signer's certificate and certificates used to validate certificate validity status
services - CRLs, OCSP).

As per CD 2009/767/EC [i.19], a certificate claimed to be a qualified certificate (QC) by including either a
QcCompliance statement [i.29] or a QCP or QCP+ certificate policy OID [i.27] is confirmed to be aqualified certificate
by a Trusted List of the Member State in which the issuer of the certificate is established, if a certificate path can be
found from this certificate to the public key of alisted CA/QC service (i.e. being considered as TA in this context) and
when no Qualifications Service information (Sie:Q) extension [i.10]] of such alisted service does contradict such a
claim. This of course subject to the status of the CA/QC matching listed service with regards to the reference in time
when the certificate is assessed to be qualified.

As per CD 2009/767/EC [i.19], a certificate which is not claimed to be a qualified certificate (QC)through the inclusion
of either a QcCompliance statement [i.29] or a QCP or QCP+ certificate policy OID [i.27], isto be considered asa QC
when a certificate path can be found from this certificate to the public key of alisted CA/QC service (i.e. being
considered as TA in this context) in the Trusted List of the Member State in which the,issuer of the certificateis
established and when an ad hoc Sie:Q extension of such alisted service expli¢itly indicates this certificate to be
considered as qualified. This.of caurse subject to the status of theilCAIQE matching listed service with regards to the
reference in time when the certificate is assessed to'be gualified.

Asper CD 2009/767/EC [i.19], acertificate for which it is€laimed that the corresponding privatekey residesin an
SSCD by inclusion inthe certificate of a QeSSCD statement [1.29] or QCP+ certificate policy OID [i.27], is confirmed
to be supported by an SSCD by/the Trusted List of the Member State in'which the issuer of the certificate is established,
if acertificate path can be found from this certificate to the public key of alisted CA/QC service (i.e. being considered
as TA inthis context) and when no Sie:Q extension of such alisted service does contradict such aclaim. This of course
subject to the status of the CA/QC matching listed service with regards to the reference in time when the certificate is
assessed to be supported by an SSCD.

Asper CD 2009/767/EC [i.19], a certificate which is not claimed to be supported by an SSCD through the inclusion of
either a QcSSCD statement [i.29] or a QCP+ certificate policy OID [i.27], isto be considered as a supported by an
SSCD when a certificate path can be found from this certificate to the public key of alisted CA/QC service (i.e. being
considered as TA in this context) in the Trusted List of the Member State in which the issuer of the certificateis
established and when an ad hoc Sie:Q extension of such alisted service explicitly indicates this certificate to be
supported by an SSCD. This of course subject to the status of the CA/QC matching listed service with regards to the
reference in time when the certificate is assessed to be supported by an SSCD.

The following table describes the expected conclusions of the validation algorithm with regards to the indication of the
QES and AdESqc status of the validated signature:
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Certificate content QCPonly| QCP QcpP QCP+ QCP+ QCP+ QcConly[ QcSSCD QcC No machine
+QcC +QcC only +QcC +QcC only +QcSSCD | processable info

Trusted List content +QcSSCD +QcSSCD {+)
Cert covered by CA/QC (no Sie:Q extension) 2 2 1 1 1 1 2 3 1 3
Cert covered by CA/QC
+Sie:Q:QCWithSSCD 1 1 1 1 1 1 1 3 1 3
Cert covered by CA/QC
+Sie:Q:QCNoSSCD 2 2 2 2 2 2 2 3 2 3
Cert covered by CA/QC
+Sie:Q:QCSSCDAsInCert 2 2 1 1 1 1 2 3 1 3
Cert covered by CA/QC
+Sie:Q:QCForLegalPerson 2 2 1 1 1 1 2 3 1 3
Cert covered by CA/QC
+Sie:Q:QCWithSSCD + Sie:Q:QCStatement 1 1 1 1 1 1 1 1 1 1
Cert covered by CA/QC
+Sie:Q:QCNoSSCD + Sie:Q:QCStatement 2 2 2 2 2 2 2 2 2 2
Cert covered by CA/QC
+Sie:Q:QCSSCDAsInCert + Sie:Q:QCStatement 2 2 1 1 1 1 2 1 1 2
Cert covered by CA/QC
+Sie:Q:QCForLegalPerson + Sie:Q:QCStatement 2 2 1 1 1 1 2 1 1 2
Cert not covered by CA/QC 2% 2% 1% 1* 1* 1% 2% 3* 1% 3
Trusted List not available Q%% QX% 1 %% 1 %% %% %% Q%* Jkx 1** Jr*
TL available but not signed or TL validation
certificate not in LOTL QkEk [ wkk [ELE EEk [ wEk [ELES D *Ek Jrx [REES rkx

indicates a conflict between certificate content and Trusted List content and overruling by TL
Strictly speaking a cert with QcSSCD only {no QcC statement set) should not be considered as a QC
None of the QCP, QCP+, QcC or QcSSCD machine processable statement is present in the certificate.

Legend (*/**/*** indicate a warning message):

1=QES; 2 =AdESqc; 3 = AdES

* = no TL confirmation from MS where TSP is established

** = no TL confirmation as MS TL where TSP is established is not available
*** = T confirmation but TL not signed or TL verification cert not in LOTL

In the above Table, t n | d n um‘mber and one or
several asterisks mak C se ref m .g. " 2**" means that the signature
f

should be considered the warning that no TL confirmation could be obtained asthe TL of
the MSwherethe T fshed is not available")

The following tables describes the applicable requirements expressed using the tables specified in clause 4 of the
present document:

Identifier of the concerned signature policy : < an OID could be given to such a policy >

BSP | BSP title Business statement summary Technical statement counter part
(a) Workflow (sequencing No specific requirement
& timing)
(b) | DOTBS (& technology) No specific requirement
(0 DOTBS vs Signature ETSI standards on X/C/PAdES, ASIC, in particular their Baseline Profiles, are

recommended to be used for signature generation formats.

No specific requirement on relationship between the signed data and the signature (e.g.
enveloping, enveloped, detached)..

(d) | Targeted community No specific requirement

(e Validation & upgrade Validation of electronic signatures: validation of electronic signatures should be
responsibility performed according to the " Signature Validation Procedures’ ETSI EN 319102. The
final conclusion of the validation report of the signature validation must determine
whether or not the end-entity certificate is a QC, supported or not by an SSCD and
hence whether the signature is an AdES, an AdESqc or a QES.

Extension of electronic signatures: When preservation of received signaturesis an
issue, received signatures may be extended to X/C/PAdES -X-L/LTV level or to
X/CIPAdES Baseline Profile LT level at a minimum, when they do not reach this
level.

Q) Legal level The signature shall be either AdES, AJESQC or QES
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(9 Commitment type REG: Theintention to sign and the | REG: No specific technical requirement.
potential expression of the ETSI: Explicit use of commitment type to be
commitment shall be expressed used as foreseen in AdES formats..
alongside the signature, either
implicitly or explicitly.

(h) | LoA ontiming Signature time-stamp is recommended.

Time Stamping Authority services issuing time-stamps used in this context should be
either [qualified trust service providers providing time-stamping services] included in
aTrusted List or known and trusted by the relying party.

0] Formalities of signing The signature environment either selected and used by the signer or provided to the
signer must provide avalid legal signature environment, with WY SIWY S features to
the greatest extent possible, and providing appropriate advice and information on the
application’s signature generation and validation processes and their legal
consequences.

Signers and relying parties should be provided with correct procedures and facilities:
o to validate the signatures and obtain validation results data,
e toalow archival of signed documents/data and associated signatures.

)] Longevity & resilience | Electronic signatures must be ETSI : Inline with Figure 3of the present
verifiable up to adate whichis document (or Table 14 of ETSI TS 119 132
relevant to the application domain when this one will be available and maintai ned
being concerned. there).

(k) | Archival |

Q) Identity of signers 319 412.

(m) | LoA onsigners Signer's certificate, and all other Validation against TL.

authentication certificates supporting the ETSI: Certificates as per ETSI 319 412,
validation of the signature being
validated, shall be validated against
the MS Trusted Lists accessed
through the EC List Of The Lists
(LOTL).

(n) | Signature Creation For QES, the private key of the Validation against TL.

Devices Signer must resudem an SSCD. ETSI: Certificates as per ETSI 319 412 with
This must be confirmed by the regards to the claimed support by an SSCD.
applicable MS Trusted List when
thisis not stated in the signer's
certificate.

No specifications on SCD for other
types of electronic signatures.

(o) | Signature attributes Time of signing isrequired by CD 2011/130/EU and by ETSI Baseline Profiles for
X/C/PAdES.

Signer's certificate is required as part of the signed properties by ETSI Baseline
profiles.

(p) | Cryptographic suites Refer to national rules or to Figure 3of the present document (or Table 14 of ETSI TS
119 132 when this one will be available and maintained there).

(q) | Technologica No specific requirement

environment

Summary of the selected signature format(s) (e.g. XAdES, CAdES, PAdES and/or their baseline profile) including
details on the format of the signed data object(s), the relative placement of the signature and the signed data object(s)
(e.0. enveloped, enveloping, detached), the relevance of use of a container to package the signature(s) together with
signed data object(s) (e.g. ASIC and or its baseline profile), the specific attributes (signed or unsigned) of the signature,
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and the form level of selected signature format:

CD 2011/130/EU refersto XAdES, CAdES, PAdES and/or their baseline profiles.

Identifier of the concerned SIgNatUr€ POLICY © ...oveueeiriiiiiiiririiere st
Identifier of the concer ned signature(s) in the concer ned signature wor KfFlow: ........cccccoveiinniinsncneene.

BSP | BSPtitle Constraint(s) Value
(@ | Workflow (a)1. OrderInSequence: (a)1. Not specified (any).
fgLset?rL:]??](g:l)ng (a)2. SequencingNature: (d)2.x Not specified (any).
(a)2.1 Mandated-independent
(a)2.2 Mandated-serial
(a)2.3 MandatedUnsignedQProperties-counter-signature
(a)3. TimingRelevance:
(a)3.1 TimingRelevanceOnSequencing: (a)3.1 Not specified (any).
(a)3.2 TimingRelevanceOnEvidence: (8)3.2.x Not specified (any).
o (@)3.2.1 MandatedSignedQPr operties-signing-ti (2)3.2.1 set.
M andatedSign i
5 n e-
a 3 i rchival-form
a)4. MassSigningAcceptable Not specified (any).
(b) | DOTBS (b)1. ConstraintOnNatureAndFor matOf TheContent Not specified (any).
(b)2.ContentRelatedConstraintsAsPartOfSignatureElements: | Not specified (any).
(b)2.1 MandatedSignedQPr oper ties-DataObj et For mat
(b)2.2M andatedSignedQPr operties-content-hints
(b)2.3 MandatedSignedQPr operties-content-r eference
(b)2.4 M andatedSignedQPr operties-content-identifier
(b)3. DOTBSAsAWholeOrInParts: Not specified (any).
(c) | Relationship | (c)1. BulkSigningRelevance: Not specified (any).
between (c)1.1 BulkSigningRelevance-mandatedBulkSigning
DOTBS and o o
Signature (c)1.2 prohibitedBulkSigning.
(c)2. ConstraintsOnTheNumber OfDOTBS: minVaue{<, <, Not specified (any).
=} x{=,>, >} maxValue
(c)3. SignatureRelativePosition Not specified (any).
(c)4. MandatedSignatur eFor mat Not specified (any).
(d) Targeted. (d)1. TargetedCommunityConstraints Not specified (any).
community
(e) | Allocationof | (e)1.ValidationRequiredBeforeUpgrading Not specified (any).
;gﬁ‘;ﬁg‘tm (€)2. UpgradeT oL evel Not specified (any).
& upgrade
(f) | Lega level (f)1. ConstraintsOnCertificateM etadata:

(f)1.1. QualifiedCertificateRequired

(f)1.1 and (f)1.5 required for
QES and AdESqc.
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BSP | BSPtitle Constraint(s) Value
(f)1.2. SSCDRequired (f)1.2 Required for QES not
(f)1.3. L egal Per sonSigner Required for AdESec.
' Both must be confirmed by
f)1.4. LegalP S Allowed
M eg erso.n gnerAflow Trusted List when not stated
(f)1.5. AdESRequired in certificate.
(1.3 & (f)1.4 not specified.
(9) | Commitment | (g)1. CommitmentTypesRequired Not specified (any).
type (9)1.1. MandatedSignedQPr oper ties-commitment-type-
indication
(9)1.2. MandatedCommitmentTypeValues
=  MatchingValuesl ndicator
= CommitmentTypeValues
(h) | LoAon (h)1. LoOAONnTimingEvidences: Not specified (any).
timing .G A ALt
evidences (9)1.1. LoA-on-signing tlime
(9)1.2. LoA-on-content-time-stamp
(9)1.3. LoA-on-signatur e-time-stamp
(9)1.4. LoA-on-ar chival-time-stamp
(9)1.5. LoA-on-time-in-OCSP-response
(9)1.6. LoA-on-time-in-CRL
0) Fprr_naliti%of SReguited, ecified (any)
sgning ecified (any)
ified (any)
Not specified (any).
5.C Not specified (any).
)] Loplgevity& (i)1. LoAONL ongevityAndResilience Not specified (any).
resilience
(k) | Archival (k)1. ArchivalConstraints Not specified (any).
) Identity and (N1. ConstraintsOnCertificateM etadata- Not specified (any).
role attributes | L egal Per sonSigner Required: see (f)1.3
of thesigner I 1y congtraintsOnCertificateM etadata- Not specified (any).
L egalPer sonSigner Allowed: see (f)1.4
(3. MandatedSignedQPr operties-signer -attributes Not specified (any).
(N4. NameConstraints Not specified (any).
(5. Proof Of AuthorityConstraints Not specified (any).
(m) | LoA onsigner | (m)1. X509CertificateValidationConstraints
authentication | o (m)1.1. SetOfTrustAnchors (m)i'; ECtLO-E'Led
« (M)L2. CertificationPath (m)1-3 oL eppl
« (M)L3. user-initial-policy-set (m)l- S Ay poltey.
« (M)L4. initial-policy-mapping-inhibit (m)1'5 \oraltow
« (m)L5. initial-explicit-policy (m)1-6 T
« (m)L6. initial-any-policy-inhibit (m)1-7 \orapped
e (m)1.7.initial-per mitted-subtrees %1'8 Ngiigl:ed
: (m)1.8. initial-excluded-subtrees (M19 Not applied

(m)1.9. path-length-constraints
(m)1.10. policy-constraints

(m)1.10 Not applied

(m)2. RevocationConstraints:

e (m)2.1. RevocationCheckingConstraints
e (m)2.2. RevocationFreshnessConstraints
e (m)2.3. Revocationl nfoOnExpiredCerts

(m)2.1 eitherCheck

(OSCP responses and CRLs
to be signed and their
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BSP | BSPtitle Constraint(s) Value
signature certificates to be
validated with avalid chain
up to Trust Anchorsin
Trusted Lists)
(m)2.2 Not applied
(m)2.3 Not applied
(m)3. LoAONT SPPractices LoA-Q (Qualified) -
Supervised for issuance of
QC (CA/QC)
(n) | Signature (n)1. LOAONSCD LoA-Q/SSCD for QES
Creation
Devices
(o) | Other (0)1. MandatedSignedQProperties-signer -location Not specified(any)
informationto " »> ‘1 andatedUnsignedQPr operties-signatur e-palicy- Not specified(any)
be associated tensi
with extension
signatures (0)3. MandatedUnsignedQPr oper ties-signatur e-policy- Not specified(any)
inclusion-in-ar chival-form
(p) | Cryptographic | (p)1. CryptographicSuitesConstraints Not specified(any)
suites Compliance with TS 119
E -l i.23] recommended.
(p)1. Cryptographic-constraints
Mi xpiration date
ha
validated
Signer's certificate
CA certificate in a
valid chain
Time-Stamp
Token
OCSP response
CRLs
(q) | Technological | (g)1. TechnologicalEnvironmentConstraints: Not specified(any)
environment

Constraintson validation report:

Editorial note: Specifications work isto be continued once concepts provided in TR 119 100, TS 119 101, EN 319 102
and in the present document are validated.

The signature validation report in the context of the "European Signature Validation Policy for AAESQC and QES
against EU Member States Trusted Lists" shall include the following elements that shall be presented in alegible way to
the verifier when this verifier isanatural person:

Making clear that the Signature Validation Policy that has been used for validation of the signatureisthe
"European Signature Validation Policy for AAESQC and QES against EU Member States Trusted Lists' by
using the following text:

European Signature Validation Policy for AdESyc and QES against EU Member States Trusted Lists
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Validates electronic signatures and indicates whether they are Advanced electronic Sgnatures (AJES), AJES
supported by a Qualified Certificate (AAESyc) or a Qualified electronic Signature (QES). All certificates and

their related chains supporting the signatures are validated against the EU Member State Trusted Lists (this
includes signer's certificate and certificates used to validate certificate validity status services - CRLs, OCSP,
and time-stamps)

Presenting the identification information about the signer (based on the signer's certificate Subject
Distinguished Name).

Presenting the time reference against the signature validation results are provided.

Making available the presentation of the data that has been covered by the signature (signed data). This can be
done by using a SD Presentation Components (see clause 4.3.2 of ETSI EN 319 102 [i.7]).

Presenting any signature attributes that have been included in the signature and make clear which attributes
were signed and which were unsigned.

Presenting the overall status of the signature validation (VALID, INVALID, INDETERMINATE)
In case of INVALID: Highlight the reasons having led to such aresult.

In case of INDETERMINATE: Highlight the parts of the validation report that indicates steps to be taken to
potentially get to a determinate result.

Making available the presentation of the detailed validation report.
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. CROBIES WP 5-1: "Guidelines and guidance for cross-border and interoperable implementation of electronic
signatures. WP 5-1".

Editoria note: It is not expected that this document should be referenced in the present document. However
the present document is largely inspired and derived from this report of the CROBIES study. This fact should
be mentioned in the IPR section or foreword section.

. ETSI TR 102 045: “Signature Policy for extended business model”.

Editorial note: This document should be deprecated and hence not be referenced in the present document. Any
interesting part should be updated and integrated in the appropriate document(s) of the rationalised framework.

ETSI



EN 119 172-1 VV0.0.4 (2013-11)

History
Document history
<Version> <Date> <Milestone>
0.01 09/09/2013 Early draft for public review" submitted to ESI#40 for comments.
0.0.2 30/09/2013 Updated early draft to align with changes made in TR 119 100.
0.0.3 11/11/2013 Draft of the "stable draft" version of the document as submitted to ESI#41.
0.04 30/11/2013 Stable draft submitted for public review.

ETSI



	Contents
	Intellectual Property Rights
	Foreword
	Introduction
	1 Scope
	2 References
	2.1 Normative references
	2.2 Informative references

	3 Definitions, symbols and abbreviations
	3.1 Definitions
	3.3 Abbreviations

	4 Implementing electronic signatures
	4.1 Overview of the ETSI business driven guidance for implementing electronic signatures
	4.2 Importance of the signature policy
	4.3 Structure of the present document

	5 Standardised table of content for signature policies
	1. Introduction
	1.1 Overview
	1.2 Business Application Domain
	1.2.1 Scope and boundaries of Signature Policy
	1.2.2 Domain of Applications
	1.2.3 Transactional Context

	1.3 Signature Policy name, identification and conformance rules
	1.3.1 Signature Policy name(s)
	1.3.2 Signature Policy identifier(s)
	1.3.3 Signature Policy conformance rules
	1.3.4 Signature Policy distribution points

	1.4 Signature Policy Issuer
	1.5 Signature Policy Administration
	1.5.1 Organisation administering the document
	1.5.2   Contact person

	1.6 Definitions and Acronyms

	2. Signature creation/validation application practices statements
	2.1 Legal driven policy requirements
	2.2 Information security (management system) requirements
	2.3 Signature Creation and Signature Validation processes requirements
	2.4 Development & coding policy requirements
	2.5 General requirements

	3. Business scoping parameters
	3.1 BSPs mainly related to the concerned application/business process
	3.1.1 BSP (a): Workflow (sequencing and timing) of electronic signatures
	3.1.2 BSP (b): Data object(s) to be signed
	3.1.3 BSP (c): The relationship between signed data object(s) and signature(s)
	3.1.4 BSP (d): Targeted community
	3.1.5 BSP (e): Allocation of responsibility of signatures validation and upgrade

	3.2 BSPs mainly influenced by the legal/regulatory provisions associated to the concerned application/business process
	3.2.1 BSP (f): Legal level of the signatures
	3.2.2 BSP (g): Commitment assumed by the signer
	3.2.3 BSP (h): Level of assurance on timing evidences
	3.2.3 BSP (i): Formalities of signing
	3.2.4 BSP (j): Longevity and resilience to change
	3.2.5 BSP (k): Archival

	3.3 BSPs mainly related to the actors involved in creating/validating electronic signatures
	3.3.1 BSP (l): Identity (and roles/attributes) of the signers
	3.3.2 BSP (m): Level of assurance required for the authentication of the signer
	3.3.3 BSP (n): Signature Creation Devices

	3.4 Other BSPs
	3.4.1 BSP (o): Other information to be associated with the signature
	3.4.2 BSP (p): Cryptographic suites
	3.4.3 BSP (q): Technological environment


	4. Requirements / statements on technical mechanisms and standards implementation
	4.1 Technical counterparts of BSPs - Statement summary
	4.2 Constraints for signature creation and validation procedures
	4.2.1 Input constraints to be used when generating, validating or upgrading electronic signatures in the context of the identif
	4.2.2 Output constraints to be used when validating electronic signatures in the context of the identified signature policy
	4.2.4 Output constraints to be used for generating/upgrading electronic signatures in the context of the identified signature p


	5. Other business and legal matters
	6. Compliance Audit and Other Assessments
	6 European Signature Validation Policy for AdESQC and QES against EU MS Trusted Lists
	Annex <A>:  Void
	Annex <B>: Bibliography
	History




